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************  CHANGE 1  **************
1
Scope

The present document provides Stage 1 interception requirements within a 3GPP network.

The specification describes the service requirements from a Law Enforcement point of view only. The aim of this document is to define an interception system for 3GPP networks that supports a number of regional interception regulations, but these regulations are not repeated here as they vary. Regional interception requirements shall rely on this specification to derive such information as they require.

Lawful interception services may include both passive collection of information related to PLMN services provided to a user targeted for interception and active PLMN service invocation in support of lawfully authorized surveillance activities relating to a particular target. This specification considers requirements for both forms of lawful interception. Which PLMN services are subject to lawful interception is defined in national regulations.

These interception requirements shall be used to derive specific network requirements.

For details see:

Stage 2:
3GPP TS 33.107 [9];

Stage 3:
3GPP TS 33.108 [10].

************  CHANGE 2  **************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [19] and the following terms apply.

Content of Communication: information exchanged between two or more users of a telecommunications service, excluding intercept related information. This includes information which may, as part of some telecommunications service, be stored by one user for subsequent retrieval by another.

Customized Alerting Tone: An indication that is customized by the called party or the calling subscriber that is played to the calling party during call establishment or during an established call session indicating that the called party is being alerted, the progress of a communication request, or any alerting event during a call session. A Customized Alerting Tone may be a piece of recorded or composed music, greeting words, voice, advertisement or video.

Customized Ringing Signal: An indication to the called party as an incoming communication indication during the establishment of a communication that is customized by the calling party or the called party. A Customized Ringing Signal (CRS) may e.g. be a picture, a piece of recorded or composed music, greeting words, voice, advertisement or video.

Intercept Related Information: information or data associated with telecommunication services involving the target identity, specifically communication associated information or data (e.g. unsuccessful communication attempts), service associated information or data, and location information.

Interception Area: is a subset of the Public Lands Mobile Network (PLMN) service area comprised of a set of cells which define a geographical zone.

Location Dependent Interception: is interception within a PLMN service area that is restricted to one or several Interception Areas (IA).

Lawful Access Location Services: action (based on the law), performed by a network operator/access provider/service provider, of making available Location Services (LCS) and providing that information to a law enforcement monitoring facility. Depending of legislation this can be part of interception or an additional action.

LCS (Location Services): LCS is a service concept in system (e.g. GSM, UMTS, UTRAN or EUTRAN) standardization. LCS specifies all the necessary network elements and entities, their functionalities, interfaces, as well as communication messages, due to implement the positioning functionality in a cellular network. Note that LCS does not specify any location based (value added) services except locating of emergency calls and Lawful Access Services

LCS Client: Software and/or hardware entity that interacts with a LCS Server for the purpose of obtaining location information for one or more Mobile Stations. LCS Clients subscribe to LCS in order to obtain location information. LCS Clients may or may not interact with human users. The LCS Client is responsible for formatting and presenting data and managing the user interface (dialogue). 
LI-LCS Client: describes the instance used by network to provide LEA access to LCS services.

Subject Based Interception: Interception that is invoked using a specific Target Identity

Target Identity: A technical identity that uniquely identifies a target of interception. One target may have one or several identities
************  CHANGE 3  **************

5.11
Location Information

Depending on national requirements, the CSP may be required to report the location of the Target at the beginning and end of CS calls and PS and IMS sessions on a per warrant or per intercept basis. It may also be a national requirement for the CSP to report the location of the Target during on-going communications. 

NOTE 1:
Currently, in some cases, the location of the Target might not be available.

The location information associated with target communication reported to the LEMF shall be at least location information trusted by the 3GPP network (i.e., the location information is either 3GPP network derived or verified). 

National regulation may require that the location information source be provided if known by the CSP.

The 3GPP access network derived or verified location information shall be the location(s) of the access point(s) to which the Target is connected in the access network(s). The location shall be the access network identifier like the radio cell identity. 
For non 3GPP access networks, the location information shall be at least the identity of entry point into the 3GPP core network (e.g. fire wall or security gateway). The location information of the non-3GPP access network shall be provided if this information is available to the CSP.

In addition to the 3GPP network derived or verified location information, target location information from Location Services (LCS, as described in 3GPP TS 22.071 [23] and 3GPP TS 23.271 [24]) may be used to provide additional location information to the LEMF if available (LI-LCS).  Additional reguirements for use of LI-LCS is in Annex B
National regulation may require that third party provided location information associated with target communication, that may be available in the 3GPP network, is reported to the LEMF.

If required by national regulation the geographic location and/or civic address information shall be reported to the LEMF. This can include additional radio coverage information.

************  CHANGE 4  **************
Annex B (normative):
Lawful Access Requirements of Location Services (LI-LCS)

If the network supports LCS, then this section refers to the capability to provide location information, as specified in TS 22.071 [23], to LI-LCS client when required by national LEA regulations.

For Lawful Access Location Services (where required by local regulatory requirements) the following requirements shall be met:

· This service is applicable to all UE serviced by the PLMN.

· There may be one or more LCS service nodes in use in a network.  The use of Lawful Access shall not impose User service interruptions on targets, nor force targets to LCS service nodes.

· For certain authorized LI-LCS clients to the PLMN, a subscription profile is unnecessary. These clients are empowered to access any defined service that is not barred for an UE. This permits positioning of Lawful Access Services without the need for pre-subscription.

· Position information shall be provided to the Lawful Access Location Services function as an authorized LI-LCS client. Target UE authorization checks normally performed for value added services are not applicable (privacy is over-ridden). The position information shall be provided to the Lawful Access Location Services function in a secure and reliable manner, such that the location information is neither lost, corrupted, nor made available to any unauthorized third party.

· For Lawful Interception Services (where required by local regulatory requirements), target UEs may be positioned under all circumstances required by local regulatory requirements. The target UE user shall not be notified of any location attempt. In case the positioning procedure fails, a proper indication shall be provided to the LI-LCS client.

· For Lawful Access Location Services (where required by local regulatory requirements), positioning shall be supported for all UEs (i.e. including legacy UEs) where coverage is provided.
· Support for Lawful Access Location service should apply for both “active” and “idle” UEs.
· For Lawful Access Location Services (where required by local regulatory requirements), the PLMN shall support positioning for unauthorized UEs (i.e. including stolen UEs and MEs) where such devices are visibile to the network

· For Lawful Access Location Services (where required by local regulatory requirements), there are requirement for the PLMN to support periodic location reporting. 

· For Lawful Access Location Services (where required by local regulatory requirements) LCS shall support requests for  the current (updated), or the last known position of an UE for a location an interception service. 

· For Lawful access services (where required by local regulatory requirements), the LCS client may identify a target UE using any one of the following: 

· MSISDN 

· Tel URI
· SIP URI (IMPI / IMPU)
· IMSI

· IMEI
NOTE 1:  Providing location of an UE attached to a 3GPP network, using an IMEI identifier is required by some national regulations. In such case, IMEI may be mapped dynamically by a suitable identity for LCS such as IMSI or MSIDN: How identities can be used as target for LCS and the applicable LCS procedures is specified by TS 22.071 [23] and TS 23.271 [24].

· For Lawful Access Location request and other services where required by local regulatory requirements, and for PLMN operator Services, the location request shall be processed with priority level regardless of the barring status of LCS 

· A Lawful Access Services Location Request should be accomplished on the RAT currently in use and cause no services interruptions subject to release dependencies. 

· The invocation of Lawful Access Interception Service using LCS should not cause any service interruptions subject to release dependencies.

· National Regulation may require better accuracy and security than basic Commercial LCS Services

Specific consideration of the attributes for mandated Lawful Access Location Services 
Location accuracy and reliability: 

· The network should be sufficiently flexible to accommodate evolving enabling mechanisms and service requirements to provide new and improved services.  

· LCS shall be applicable for both circuit switched and packet switched services; 

· It shall be possible for more than one LCS Client to request and obtain the location of the same target UE at the same time or to service location requests from different LEA’s. 

· Some regulations may require also different periodicity for the same target with different delivery of interfaces. 
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