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************  CHANGE 1  **************
10.5.1.1
REPORT record information

The REPORT record is used to report non-communication related target actions (events) and for reporting unsuccessful packet-mode communication attempts. In addition, this record is also used to report some target actions which may trigger communication attempts or modifications of an existing communication, when the communication attempt or the change of the existing communication itself is reported separately.

The REPORT record shall be triggered when:

-
the target's UE performs an E-UTRAN attach procedure (successful or unsuccessful) including via a HeNB;

-
the target's UE performs an E-UTRAN detach procedure including via a HeNB;

-
the target's UE is unsuccessful at performing an EPS bearer activation procedure;

-
the target’s UE performs an UE requested bearer resource modification;

-
the target's UE performs a tracking area/location update;

-
optionally when the target's UE leaves the old MME;

-
the target’s UE performs an UE requested PDN connectivity procedure;

-
the target’s UE performs an UE requested PDN disconnection procedure;

-
the target's UE is unsuccessful at performing a PMIP attach/tunnel activation procedure;

-
the target’s UE is unsuccessful at performing a MIP registration/tunnel activation procedure;

-
the target's UE is unsuccessful at performing a DSMIP registration/tunnel activation procedure;

-
optionally when the target's UE enters or leaves IA (FFS);

-
the target’s UE is ordered by the network to perform an home agent switch;

-
as a national option, a mobile terminal is authorized for service with another network operator or service provider;

-
the interception of a target is started with E-UTRAN attached target. If there are more than one PDN connections then a REPORT record is generated per PDN connection.;

-
packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for an EPS bearer/session.;

-
when packet data summary reporting is performed on an summary basis for an EPS bearer/session associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:

-
the packet flow starts, 

-
an interim packet summary report is to be provided, or

-
packet flow ends including the case where the EPS bearer/session is deactivated.

An interim packet summary report is triggered if:

-
the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds, or  

-
a per-intercept configurable count threshold is reached. 

Packet Header Information Reporting is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet header information related REPORT record is used to convey packet header information during an active EPS bearer/session.

NOTE:  in the case of IP Fragments, Packet Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.

[…]

Table 10.5.1.1.5: Tracking Area/Location Update REPORT Record

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ME Id
	
	

	event type
	C
	Provide Tracking Area Update event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	logicalFunctionInformation
	O
	Used to distinguish between multiple logical functions operating in a single physical network element.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS. This parameter, in case of inter-MME TAU, will be sent only by the new MME.

	old location information
	O
	Provide (only by the old MME), when authorized and if available, to identify the old location information for the target's MS.

	Failure reason
	C
	Provide, in unsuccessful case, the reason for the failure or rejection of the TAU.


In case of inter-MME TAU, Tracking Area/Location Update REPORT Record shall be sent in the following cases:

-
when the target's UE moves to the new MME;

-
optionally when the target's UE leaves the old MME.
A Tracking Area/Location Update REPORT Record shall also be sent in the following cases:

-
the target’s UE performs an UE triggered service request;

-
the target’s UE is involved in  an X2-based handover;

-
the target’s UE is involved in a S1-based handover;
[…]

************  END OF CHANGE 1  **************
************  SECOND CHANGE  **************
B.9
Intercept related information (HI2 SAE/EPS and IMS)

Declaration of ROSE operation eps-sending-of-IRI  is ROSE delivery mechanism specific. When using FTP delivery mechanism, data EpsIRIsContent must be considered.

ASN1 description of IRI (HI2 interface)

[…]
EPSEvent ::= ENUMERATED 

{


pDPContextActivation 




(1),


startOfInterceptionWithPDPContextActive
(2),


pDPContextDeactivation




(4),


gPRSAttach 







(5),


gPRSDetach 







(6),


locationInfoUpdate 





(10),


sMS 








(11),


pDPContextModification




(13),


servingSystem






(14),


... ,


startOfInterceptionWithMSAttached

(15),

    e-UTRANAttach






(16),

    e-UTRANDetach                           (17),

    bearerActivation                        (18),

    startOfInterceptionWithActiveBearer     (19),

    bearerModification                      (20),

    bearerDeactivation                      (21),

    uERequestedBearerResourceModification   (22),

    uERequestedPDNConnectivity              (23),

    uERequestedPDNDisconnection             (24),

    trackingAreaOrLocationUpdate            (25),

    servingEvolvedPacketSystem              (26),

    pMIPAttachTunnelActivation              (27),

    pMIPDetachTunnelDeactivation            (28),

    startOfInterceptWithActivePMIPTunnel    (29),

    pMIPPdnGwInitiatedPdnDisconnection      (30),

    mIPRegistrationTunnelActivation         (31),

    mIPDeregistrationTunnelDeactivation     (32),

    startOfInterceptWithActiveMIPTunnel     (33),

    dSMIPRegistrationTunnelActivation       (34),

    dSMIPDeregistrationTunnelDeactivation   (35),

    startOfInterceptWithActiveDsmipTunnel   (36),

    dSMipHaSwitch                           (37),

    pMIPResourceAllocationDeactivation      (38),

    mIPResourceAllocationDeactivation       (39),

    pMIPsessionModification                 (40),

    startOfInterceptWithEUTRANAttachedUE    (41),

    dSMIPSessionModification                (42),


packetDataHeaderInformation



(43)

}

-- see [19]

[…]
************  END OF CHANGE 2  **************
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