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1
Decision/action requested

SA3 is requested to consider the proposal in this discussion paper
2
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Rational

The idea behind this paper is to introduce the proposed principle behind authentication in indirect communication. 
It is our opinion that authentication between NFs may be based on hop by hop security in most cases. But when data origin authentication is required by the NRF, for e.g. in access token requests, the NFc includes verifiable identity information in the service request (Option D) or access token request (Option C) that is carried end to end for the NRF to verify the identity of the sending NF.
In our proposal hop by hop security is enhanced based on integrity protection of the authenticated Id as it is sent between hops.
4
Detailed proposal

4.1
Summary of the proposal

When indirect communication is the only mechanism available for communication between NFs, and this includes communication between NF and NRF (corresponds to Option 2 in Ericsson’s paper), authentication mechanism is performed based on the following principles:
1. Enhanced hop-by-hop security is taken as the basis for authentication in indirect communication scenarios
a. Each hop integrity protects the NFc Instance Id that has been authenticated at the transport layer and forwards it to next hop. 
b. The next hop the verifies the received NFc Instance id before forwarding it further.
2. In addition, end to end authentication is performed between NFc and NRF for NRF service operations
a. The NFc integrity protects (digitally signed) its identity + timestamp and includes it and the certificate containing the corresponding public key, in the service request message. This information is forwarded end-to-end to the NRF. Cert may also be included by SCPc.
b. The NRF authenticates the NFc by checking NFc’s signature. Service request is authorized only for an authenticated NF consumer.
For end to end authentication required for NRF service operations, the set of information integrity protected by the NFc may include information identifying the SCP that the NFc is connected to. NRF may use this to further validate the SCP that is issuing access token request on behalf of the NFc. 

The Certificate required to validate NFc’s signature may be provisioned in the NRF instead of being sent in the message. 

In the following sections we describe how the two principles are applied in Model C and Model D scenarios. 

4.2 
Scenario 1 - Indirect communication with delegated discovery (Model D)

4.2.1
Enhanced hop by hop security between NFc and NFp

In this section we describe how NFc’s Instance id is integrity protected and transmitted end to end based on enhanced hop by hop security.

· The first SCP in the chain (SCPc) integrity protects the NFc Instance Id, that is authenticated by it at the transport layer during TLS establishment with the NFc and forwards it to the next hop. 
· Next hop may either be the target NF producer (NFp) or an SCP connected to the target NF producer (SCPp).
· When the next hop in the chain is the NF producer, the NFp validates the received NFc Instance Id by checking previous hop’s signature. 
· When the next hop is another SCP (SCPp), the SCP validates the received NFc Instance Id and forwards it to the next hop by inserting its own signature to the message.
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Figure 4.2.1-1 Enhanced hop by hop security in Model D scenario

Step 1 – The NFc shall send a Service Request message to the SCP that it is connected to.

In the message, the NFc includes information about itself that’s needed for the SCP to interact with the NRF (refer to clause 4.2.2 below):

NFc’s NF Instance Id, Time stamp, Cert and NFc’s signature
NOTE: As indicated above, the integrity protected information may be a JWT based data set that includes additional information such as SCP Id etc.
Step 2a – The SCPc performs discovery of the target NF producers, selects a target NF producer and obtains access token specific to the selected NF producer from the NRF (refer to clause 4.2.2 below).

Step 2b – The SCPc routes the Service Request towards the target NF producer. 

Step 3
- It includes authenticated identity of the NF consumer based on authentication at the TLS layer, and digitally signs it in such a way that the signature can be verified by the next hop.

Step 4-5 – In the example shown in the figure, the producer is connected to another SCP (SCPp). The SCPp validates the authenticated identity of the NF consumer, resigns it with its private key, replaces the signature with its signature and forwards it to the next hop (NFp).
Step 6-7 -
NFp validates the authenticated identity of the NF consumer sent by the SCPp and obtains the identity of the NF consumer that has requested service from it.
4.2.2
End to End authentication between NFc and NRF
End to End authentication of the sending NF (NFc) is mandated for all service interactions between an NFc and the NRF. 
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Figure 4.2.2-1 End to End authentication between NFc and NRF in Model D scenario

Step 1 – The NFc shall send a Service Request message to the SCP that it is connected to.

In the message, the NFc includes information about itself that’s needed for the SCP to interact with the NRF (in step 2a, 2b): 

NFc’s NF Instance Id, Time stamp, SCP ID, Cert and NFc’s signature


Step 2a – The SCPc performs discovery of the target NF producers and selects a target NF producer. 
Step 2b – The SCPc now decides to obtain access token specific to the selected NF producer from the NRF.
Step 3
- The SCPc digitally signs information received from the NFc in step 1 and sends the access token request message towards the NRF.

Step 4-5 – In the example shown in the figure, there is an intermediate NRF connected to the SCP. The intermediate NRF validates SCPc’s signature, replaces it with its own signature and forwards the message to the next hop (which is the intended NRF). 
In addition, the NRF checks if the SCP that sent the message is allowed to represent the consumer. This is checked by obtaining SCP-ID either in-band from the message (inserted by NFc) or out-of-band through local DB check (in NF profile, for e.g.). The Intermediate NRF forwards the message only if the SCP is authorized.
NOTE: For the purpose of illustration an Intermediate NRF is shown between NFc and OAuth server NRF. If SCPc is connected directly connected to the OAuth server NRF, check on authorized SCP is performed by OAuth Server NRF.
Step 6 – The NRF validates Intermediate NRF’s signature and obtains information sent by the NFc in step 1. 

Step 7 - The NRF validates NFc’s signature based on the public key in the received certificate.
Step 8 – The NRF obtains NFc’s identity on behalf of which the SCP is obtaining an access token.

4.3
Scenario 2 - Indirect communication without delegated discovery (Model C)
4.3.1
Enhanced hop by hop security between NFc and NFp
In Model C, the intermediary SCPs are only used for routing of messages between the two NFs. In the proposal, the SCP’s behaviour is same as in Model D. 
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Figure 4.3.1-1 Enhanced hop by hop security in Model C scenarios
Step 1 – The NFc shall send a Service Request message to the SCP that it is connected to. 

Since this is Model C, the NFc has already performed discovery, selection and obtaining the access token from the NRF (clause 4.3.2 below). 

Step 2b – The SCPc routes the Service Request towards the target NF producer. 

Step 3
- It includes authenticated identity of the NF consumer based on authentication at the TLS layer, and digitally signs it in such a way that the signature can be verified by the next hop.

Step 4-5 – In the example shown in the figure, the producer is connected to another SCP (SCPp). The SCPp validates the authenticated identity of the NF consumer, signs it, replaces the signature in the message with its signature and forwards it.

Step 6-7 -
NFp validates the authenticated identity of the NF consumer sent by the SCPp and obtains the identity of the NF consumer that has requested service from it.
4.3.2
End to End authentication between NFc and NRF

In Model C, the NFc directly communicates with the NRF over a secure connection. 

5
Conclusion

It is requested that SA3 adopt the principles outlined in this discussion paper as the basis for further work on authentication in indirect communication scenarios.
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