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Attachments:


1. Overall Description:

SA3 thanks SA2 for the LS Response S2-1910668 on AUSF role in Network Slice Specific Authentication and Authorization (NSSAA). SA3 understands the motivation to include a contact point within the HPLMN for facilitating the execution of the NSSAA procedures using SBA services with the AMF and translating them to native AAA protocols towards the AAA-S/AAA-P. SA3 also understands that this contact point can also assist the AAA-S to select the AMF serving the UE for the execution of the AAA-S initiated Re-authentication and Revocation procedures. 

However, SA3 has a security requirement to use separate SBA services for primary authentication services towards UDM currently supported in AUSF, from the NSSAA services used by AMF and involving interactions with an external AAA-S. These two service types shall be fully isolated from a security and management point of view. 
SA3 discussed two approaches to realize this security requirement for isolation for the NSSAA SBI service: 

· AUSF exposes both primary authentication and NSSAA services but in separate AUSF instances. 3GPP TSs shall mandate that implementation and deployment of the AUSF instance supporting the NSSAA service is different from the AUSF instance supporting the primary authentication services. From AMF point of view, this will require that AMF selects AUSF instances exposing primary authentication and NSSAA services separately. Thus, introducing new complexity for the AMF as an AUSF would only offer a subset of services.
· A new NF (i.e. AAA-IWF) exposes the NSSAA related SBI services. From a specification point of view this will require the definition of a new NF within the SBA architecture. From AMF point of view, this requires that AMF selects an AAA-IWF NF in the HN following existing SBA principles similarly as AUSF or UDM are selected by AMF. The AMF logic of selecting NFs is preserved and the AUSF properly secured.
SA3 concluded that the second option of introducing a new NF AAA-IWF is the more secure and desirable option. It has the benefits leaving the AMF logic preserved and existing functionality can be reused by the AMF to locate the new NF. 
2. Actions:

To SA2, CT3 and CT4 groups.

ACTION: 
SA3 kindly asks SA2 to align their specifications introducing the AAA-IWF.
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