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1
Decision/action requested

This contribution proposes to not have a solution for the privacy of groupcast destination identity in Rel-16
2
References

[1]
TS 33.536 v1.0.0
3
Rationale

There is one open issue left for the privacy of groupcast, namely whether to specify privacy for the destination identity for groupcast. The privacy gained by changing the destination identity is much less than that from changing the source identity as the latter protects the privacy of a particular UE whereas the former just leaks the presence of a UE that wants to use a particular service. As there is no bearer layer security, this means that there is no lower layer protection for the application data and hence this may well leak information on the actual application that is being used. 
Also there has also been no analysis of the issues of two applications using the same destination identity and how this would be handled in a receiving UE. These issues may affect other groups, e.g. SA2 and RAN2, and no feedback has been requested from these groups on the possible impacts of such issues. Overall our view is that this feature can be left out of Rel-16 and further be evaluated for inclusion in later releases. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TS [1].
**** START OF CHANGES ****
5.4.3.2
Identity privacy procedures for the PC5 groupcast bearer

The below privacy procedures follows the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 

The UE shall change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.

**** END OF CHANGES ****

