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[bookmark: _Ref429645891]Decision/action requested
SA3 is kindly requested to endorse the proposals as in section 4.
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Rationale
Revisit IEs in RRC Resume Request message
For CIoT UP 5GS optimisation, the UE uses suspend and resume procedure for data handling. Since RRC Resume Request message is sent on SRB0, the IEs in the message is not integrity protected.
RAN2 has defined the message as below:
RRCConnectionResumeRequest-5GC-NB-r16-IEs ::=	SEQUENCE {
	resumeID-r16								I-RNTI-r15,
	shortResumeMAC-I-r16						ShortMAC-I,
	resumeCause-r16								EstablishmentCause-NB-r13,
	cqi-NPDCCH-r16								CQI-NPDCCH-NB-r14,
	spare										BIT STRING (SIZE (4))
}

If I-RNTI is modified, the RAN cannot retrieve UE’s context, and the RAN will treat this as a failure case. So, this is not a big issue.
If ShortMAC-I is modified, the RAN will fail to authenticate the UE, and the RAN will treat this as a failure case too. So, this is not a big issue.
If resumeCause is modified, there may be multiple problems since the resumecause may result in different RRC call flow, which may cause confusion between UE and RAN. 
For example, as show in figure 1, if a UE uses MO-EDT, the UE sends RRC Resume Request Message with ResumeCause “mo-Data” and Uplink data, an attacker can change the Resumecause to be “mt-EDT”, and drop the uplink data. The RAN may directly suspend the UE because of the modified Resumecause. This basically causes a data loss for a UE who is triggering MO-EDT, because the UE will successfully verify the RRC Connection Release message, and may think the uplink data has already successfully transferred, but the truth is that the MO data is lost.
[image: ]
Figure 1 
Cqi-NPDCCH represents the downlink channel quality measurement of the NB-IoT carrier, the RAN may allocate suitable resource for the UE according to this parameter. If cqi-NPDCCH is modified, the RAN may allocate bad resource to the UE for this resumption. Consider there is little data sent by the UE, the connection will not last long, the attacker could trigger more serious attack. This is not a big issue.
Spare represents bits for future use, there is 4 bits remaining. There may be some security threat (e.g. bidding down) if the spare is not integrity protected.

Revisit inputs of ShortResumeMAC-I
In order to achieve the security assurance before the target RAN grants the UE RRC connection resumption, SA3 proposed a mechanism which is based on the concept of “Authentication Token”. In other words, SA3 proposed that the UE will hash “UE identity (i.e. source C-RNTI, source PCI)” + “Target Cell ID” + “resume constant” + “KRRCint” using the integrity protection algorithm that was being used between the UE and the source RAN.
UE Identity provides freshness for calculation of ShortResumeMAC-I. RAN2 agreed that the UE identity can be expressed using “Source C-RNTI + Source PCI” in LTE.
Target Cell ID provides additional freshness for calculation of ShortResumeMAC-I, since it binds target cell physical property to the ShortResumeMAC-I.
Resume constant is used to differentiate ShortMAC-I which is used in RRC Reestablishment from ShortResumeMAC-I which is used in RRC Resume. 
.

Wayforward
Since CIoT 5GS UP optimisation is a totally new feature in 5G, we should revisit the existing inputs for ShortResumeMAC-I, and check whether it still has flaws. After checking IEs one by one, we can finally agree a CR.
Check Point 1: Whether UE Identity should be replaced or removed?
There are two options to identify the UE in RRC Resume procedure:
Option 1: UE Identity = source C-RNTI + source PCI
This ID is NOT unique within a PLMN, PCI has little possibility to be conflict within a specific PLMN.
Option 2: UE Identity = I-RNTI
I-RNTI will be always refresh in the next resume because it is updated in RRC Release message. So, I-RNTI will ensure higher freshness compared with option 1.

Check Point 2: Whether Target Cell ID should be replaced or removed?
Target cell ID provides additional freshness when the UE resumes on the different cell, it is proposed to keep this IE.

Check Point 3: Whether Resume constant should be replaced or removed?
As proposed in S3-182500 [1], the resume constant for calculation of ShortResumeMAC-I is deleted because it is useless. RRC Reestablishment only happens when the UE is in CONNECTED, and RRC Resume only happens when the UE is in INACTIVE, if verification of MAC in RRC Reestablishment or RRC Resume fails, the RAN will send RRC Setup to the UE to force the UE to IDLE and trigger NAS recovery, the UE will never calculate the ShortResumeMAC-I and ShortMAC-I in the same time.
In addition, if it is agreed to modify inputs in CP1 or CP4, the new inputs will be different from shortMAC-I (calculated as source C-RNTI, source PCI, target cell-ID).
So, resume constant can be removed.

Check Point 4: Whether resumeCause should be included?
In order to address resumeCause attack as depicted in clause 3.1, resume cause should be integrity protected, so the simplest way is to include the resume cause to calculation of ShortResumeMAC-I. 

Check Point 5: Whether Cqi-NPDCCH should be included?
Cqi-NPDCCH is a dynamic parameter which is received from low layer and maybe sent after constructing shortResumeMAC-I, and we don't see big security issue if this IE is modified, so, this IE should not be included.

Check Point 6: Whether spare should be included?
In order to address potential bidding attack as depicted in clause 3.1, spare should be integrity protected, so the simplest way is to include the 4bits spare to calculation of ShortResumeMAC-I.
Proposal 1: SA3 makes a decision on Check Point above one by one.
Proposal 2: SA3 is requested to approve the CR [2] which implement proposal 1.
Proposal 3: SA3 is kindly requested to approve the draft LS [3] to RAN2 and RAN3 for informing them with SA3 conclusion.
Detailed proposal
SA3 is kindly requested to endorse the following proposal:
Proposal 1: SA3 makes a decision on Check Point above one by one.
Proposal 2: SA3 is requested to approve the CR [2] which implement proposal 1.
Proposal 3: SA3 is kindly requested to approve the draft LS [3] to RAN2 and RAN3 for informing them with SA3 conclusion.
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