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[bookmark: _Toc19634577]**** START OF CHANGES ****

**** NEXT CHANGE ****

[bookmark: _Toc4077609]Annex X (normative): Security for Integrated Access and Backhaul
[bookmark: _Toc4077610][bookmark: _Toc4077611]X.1	General
This Annex provides the security procedures applied to NR IAB architecture and functional entities for supporting wireless backhauling of NR base stations. 
The overall stage 2 description for IAB architecture and functional entities are described in 3GPP TS 23.501 [2] and 3GPP TS 38.401 [aa].
The security requirements and security procedures applied to IAB in EN-DC architecture are defined in TS 33.401 [10].
X.2	Security requirements and features
[bookmark: _Toc19634568]
X.2.1	Requirements on the IAB-node (IAB-UE)
The IAB-node (IAB-UE) shall support ciphering, integrity protection and replay protection of NAS-signalling between the IAB-node (IAB-UE) and the 5GC supporting IAB architecture.
The IAB-node (IAB-UE) shall support ciphering, integrity protection and replay protection of RRC-signalling between the IAB-node (IAB-UE) and the IAB donor.
Mutual authentication between the IAB-node (IAB-UE) and the 5GC supporting IAB architecture shall be supported.

X.2.2	Requirements on the IAB donor
The IAB donor shall support ciphering, integrity protection and replay protection of RRC-signalling between the IAB donor and the IAB-node (IAB-UE).

X.2.3	Requirements on the 5GC supporting IAB architecture
The 5GC supporting IAB architecture shall support ciphering, integrity protection and replay protection of NAS-signalling between the 5GC supporting IAB architecture and the IAB-node (IAB-UE).
Mutual authentication between the 5GC supporting IAB architecture and the IAB-node (IAB-UE) shall be supported.
The 5GC shall decide whether the IAB-node is authorized to operate as IAB-node (gNB-DU).
[bookmark: _Toc19634970]
X.2.4	Requirements for secure environment 
The security requirements for secure environment of the IAB-node (gNB-DU) and the IAB-donor are described in clause 5.3.8 of this document.

X.2.5	Requirements on the F1 interface 
The security requirements on the F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU are described in clause 5.3.9 of this document.

X.3	IAB-node Integration Procedure 

X.3.1	General
[bookmark: _Toc11239241]IAB-node, consists of a UE function (referred to as IAB-UE) and gNB-DU function [2]. IAB integration procedure consists of 3 phases detailed in TS 38.401 [aa].
Phase-1: IAB-UE part setup:
The IAB-UE performs registration procedure to the network as a UE as described in TS 23.501 [2] and TS 23.502 [8] in order to register to the 5GC and consequently, the NAS and AS security are established between the IAB-node and 5GC.
Phase-2: BH RLC channel establishment and routing update:
The BH RLC channels and the BAP layer are established and configured in the IAB-node by the IAB-donor using the secured RRC signalling to support routing between the IAB-node and the IAB-donor. 
Phase-3: gNB IAB-DU part setup:
F1 security establishment for IAB is performed over the RLC channel.
The Phase-1 results in IAB-UE registration and consequently, AS security establishment between the IAB donor and IAB- node, Phase-2 results in configuration of the IAB-node securely using the established AS security and Phase-3 results in the establishment of secure F1 interface between the IAB-donor and IAB-node. 

X.3.2	Authentication and Authorization of IAB-node (Phase-1)
The IAB-UE function shall behave as a UE, and shall reuse the UE procedures specified in this document for the primary authentication (see clause 6), key derivation and distribution scheme, subscription credential(s) storage requirements, NAS security and AS security.
NOTE 1: For isolated deployment scenarios, Annex B describes how additional EAP methods can be used.
NOTE 2: Storage of subscription credentials for EAP AKA’ and 5G AKA is described in clause 6 of the present document.
Authorization of IAB-nodes shall be performed by the 5G core network supporting IAB architecture as described in TS 23.501 [2].

X.3.3 	Security mechanisms for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU  (Phase-3)  

Editor’s Note: Security mechanisms for F1 interface between the IAB-node (gNB-DU) and the IAB-donor-CU is FFS.

X.4	Protection of management traffic between IAB-node and OAM
If management traffic uses the user plane via PDU session, it shall be protected using the user plane security mechanism as specified in clause 6.6.

**** END OF CHANGES ****
