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1
Decision/action requested

It is proposed to approve this contribution for KAF derivation and refresh in AKMA (TS 33.535).
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Rationale

This contribution is proposed to resolve the following editor’s note:
Editor’s Note: Derivation of the AF specific KAF is FFS.
This contribution proposes a method to derive a key KAF at the UE and the AAnF. Both the AAnF and the UE shall use the KAKMA to derive application specific keys needed for AKMA Application Functions (AFs).
Annex A.3 is added to describe the key derivation function for Application key.

From last meetings output, consensus was made that KAF generation must include KAKMA, AF ID and freshness parameter. It was yet to be concluded whether the freshness parameter is random value or Counter or timestamp. Usage of random value may make the system vulnerable to replay attack. Usage of timestamp is complex as this may require defining granularity of timestamp (acceptable window), referencing to a common time zone and providing options to obtain time from a trusted source. Therefore, it is suggested to use counterAF which is associated with KAF as freshness parameter which will be maintained at UE and AF and incremented for each derivation of KAF. 

It is also proposed that application specific UE identifier is needed as input for KAF derivation to bind the KAF for a particular UE identifier similarly as KAKMA is binded with 3GPP specific identifier.
4
Detailed proposal

*****START CHANGES*****
6.2
Deriving AKMA Application key for a specific AF
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Figure 6.2-1 AF Key generation from KAKMA
Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF. 

Editor’s Note: It is FFS whether the capability to negotiate the use of AKMA between the UE application and the AKMA AF also needs to be supported.  

When the UE initiates communication with the AKMA AF, it shall include the derived AKMA key identifier (KAKMA ID) in the message (cf. clause 6.1). 

If the AF does not have an active context associated with the key identifier, then the AF sends a request to AAnF with the key identifier to request application function specific AKMA keys for the UE.  The AF also includes its identity (AF Id) in the request. The AAnF shall check whether the AAnF can provide the service to the AF by checking the AF Id. If succeeds, the following procedures is excuted. Otherwise, the AAnF shall reject the procedure.

Editor’s Note: It is FFS how the AAnF knows whether it can provide the service to a specific AF
If the AAnF is in possession of the AF specific key (KAF), it responds to the AF with the KAF key. If not, the AAnF shall check if it has the UE specific KAKMA key identified by the AKMA key identifier. 

If KAKMA is available in AAnF, it shall derive the AF specific AKMA key (KAF) from KAKMA and respond to the AF with KAF and lifetime. 

If KAKMA is not available, the AAnF shall send a request to the AUSF to obtain the KAKMA key specific to the UE. It includes the AKMA key identifier in the request. The AUSF shall respond with the KAKMA key identified by the key identifier. The AAnF derives the AF specific key (KAF) from KAKMA, the <AF ID>, the <UE Identifier> and <CounterAF>, where AF ID is the unique identifier to identify the application function, UE identifier is GPSI or any other equivalent application specific UE identifier to bind AF key with particular UE identifier, CounterAF is the freshness parameter and responds to the AF with KAF and lifetime. 
The UE and the AAnF shall associate a counter, CounterAF, with the key KAKMA. The CounterAF shall be incremented by the AAnF for every new computation of the KAF. The CounterAF is used as freshness input parameter into KAKMA derivation, to mitigate the replay attack also.
The UE shall initialize the CounterAF to ’0’ when the KAKMA is derived.

The UE shall only accept CounterAF value that is greater than stored CounterAF value. 
The UE and the AAnF shall maintain the CounterAF for lifetime of the KAKMA.
When the lifetime of KAF expires, the AF shall request for a new KAF to the AAnF. The AF shall include the AKMA key ID and the AF ID in the request message. AAnF shall derive and send a new KAF, if the KAKMA is valid at the AAnF. If not, AAnF shall follow key update procedure as defined in clause 6.1.


*****NEXT CHANGES*****
Annex A (normative): Key derivation functions

A.1
KDF interface and input parameter construction

A.1.1
General

All key derivations for AKMA shall be performed using the key derivation function (KDF) specified in Annex B.2.0 of TS 33.220 [4]. 
This clause specifies how to construct the input string, S, and the input key, KEY, for each distinct use of the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [4]. 

A.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [4], FC values allocated for the present document are in range of 0x7A – 0x7F. 

A.2
KAKMA derivation function

When deriving a KAKMA from KAUSF, the following parameters shall be used to form the input S to the KDF:
-
FC = 0x7A;
-
P0 = "AKMA";
-
L0 = length of "AKMA"; (i.e. 0x00 0x04)
-
P1 = SUPI;
-
L1 = length of SUPI.
The input key KEY shall be KAUSF. 
A.3
KAF derivation function

When deriving a KAF from KAKMA, the following parameters shall be used to form the input S to the KDF:

-
FC = 0xXX
-
P0 = <UE identifier>

-
L0 = Length of the <UE identifier>

-
P1 = <AF ID>

-
L1 = Length of <AF ID>
-
P2 =  <CounterAF> 
-
L2 = Length of the <CounterAF>   
The input key KEY shall be KAKMA.  
*****END CHANGES*****
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