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1
Decision/action requested

This contribution is proposed to analyse the various issues in AKMA. SA3 is kindly requested to endorse the proposals in this contribution for solving the stated issues.
2
References

[1]
3GPP TS 33.535: "Authentication and Key Management for Applications based on 3GPP credentials in 5G".
3
Rationale

3.1
Generation of KAKMA and KAKMA ID 

The existing procedure in clause 6.1, TS 33.535, KAKMA and the AKMA key identifier is generated every time the UE performs a primary authentication.
In order to avoid such load and wastage of resources, the AUSF shall not generate the KAKMA until it is requested to do so. 
The AKMA key Identifier is pre-generated during the primary authentication in the UE and also in the AUSF, by assigning a RAND or session ID (depending on the selected primary authentication method) as user part and HNI.RI.example.com as realm part.
Proposal 1: AKMA keys shall be generated on demand. KAKMA key identifier shall take the format as <RAND>or<Session ID>@HNI.RI.example.com 

3.2
AKMA Key Update Procedure

The current procedure captured in clause 6.1 in TS 33.535, explains about scenario when the AKMA keys become invalid, the AAnF request the AUSF for KAKMA. As the key KAUSF is valid for a long time, as the same KAUSF is stored and used till next primary authentication, the KAKMA key also live for a long time. As the understanding is that, due to AKMA key Identifier is tagged to a KAUSF, there is no KAKMA key refresh procedure and the fresh KAKMA key is derived only if fresh KAUSF is derived. For good security practice, having the root key of the AKMA service for a long period is not recommended. If the KAKMA is compromised, then the compromised key lives for a long time. Therefore, the key KAKMA should have lifetime and if the lifetime expires, then the AUSF should support a mechanism to refresh the KAUSF, so that a fresh KAKMA key is derived. The AUSF stores association between the KAUSF and corresponding KAKMA. When AAnF request for the KAKMA key and a KAKMA was derived from the current KAUSF then AUSF refresh the KAUSF to derive fresh KAKMA key. To refresh the KAKMA, AUSF requests the AMF to initiate authentication procedure.
Proposal 2: The key KAKMA should have lifetime and if the lifetime expires, then a new fresh KAKMA should be derived and used.

Proposal 3: The AUSF should support a mechanism to refresh the KAUSF, so that a fresh KAKMA key is derived. 

Proposal 4: The AUSF stores association between the KAUSF and corresponding KAKMA. When AAnF request for the KAKMA key and a KAKMA was derived from the current KAUSF then AUSF refresh the KAUSF to derive fresh KAKMA key. 

Proposal 5: To refresh the KAKMA, AUSF requests the AMF to initiate authentication procedure.

3.3
AF authorization by AAnF
It is agreed that AAnF shall check whether the AAnF can provide the service to the AF by checking the AF ID. If succeeds, further application specific key derivation procedure shall occur. Otherwise, the AAnF shall reject the further procedure for key generation and shall send an error message to the AF. But it is unclear that how the AAnF knows whether it can provide service to a specific AF.
Proposal 6: It is proposed that the AAnF shall authorize the AF whether the AF is allowed to obtain the AKMA services based on the configured local policy or based on the authorization information in access token or policy provided by the NEF, using the AF ID.
3.4 KAF Generation

From last meetings output, consensus was made that KAF generation must include KAKMA, AF ID and freshness parameter.

It was yet to be concluded whether the freshness parameter is random value or Counter or timestamp. Usage of random value may make the system vulnerable to replay attack. Suppose, if a key derived for a random number is compromised (whatever reason), the attacker can make the victim to use the same key by replaying the same random number to generate the same key. Also in order make the peers out of sync, the attacker can replay the same message to the UE, as of now, the message carrying the random value is Ua* interface specific protocol and we are not aware of the security mechanism used to protect such messages. SA3 uses SQN in AVs, SN Counter for Dual connectivity, CounterUPU and CounterSoR in KDFs or PDCP COUNT, NAS COUNT in the cryptographic algorithms for both to have freshness and also for replay protection. Replay protection is achieved as the peer (UE) shall only accept Counter value that is greater than stored Counter value. Usage of timestamp is complex as this may require defining granularity of timestamp (acceptable window), referencing to a common time zone and providing options to obtain time from a trusted source. Therefore, it is suggested to use counterAF which is associated with KAKMA as freshness parameter which will be maintained at UE and AAnF. 
Proposal 7: It is proposed to use a counter value as freshness parameter, which provides both freshness and replay protection properties. 
The UE identifier used to bind in the KAKMA key is the 3GPP specific identifier, similarly application specific UE identifier is needed as input for KAF derivation to bind the KAF for a particular UE identifier. 

Proposal 8: It is proposed to derive KAF as follows: KAF= KDF (KAKMA, AF ID, CounterAF, UE Identifier)
Similar, to KAKMA lifetime, a lifetime for KAF is also required. Therefore, when the lifetime of KAF expires, the AF shall request for a new KAF to the AAnF. The AF shall include the AKMA key ID and the AF ID in the request message. AAnF shall derive and send a new KAF if the KAKMA is valid at the AAnF. If not, AAnF shall follow key update procedure as proposed in clause 3.2 of this document.
Proposal 9: It is proposed to have KAF lifetime. When KAF expires, the AF shall request for a new KAF to the AAnF. The AF shall include the AKMA key ID and the AF ID in the request message. 
4
Detailed proposal

Proposal 1: AKMA keys shall be generated on demand. KAKMA key identifier shall take the format as <RAND>or<Session ID>@HNI.RI.example.com 

Proposal 2: The key KAKMA should have lifetime and if the lifetime expires, then a new fresh KAKMA should be derived and used.

Proposal 3: The AUSF should support a mechanism to refresh the KAUSF, so that a fresh KAKMA key is derived. 

Proposal 4: The AUSF stores association between the KAUSF and corresponding KAKMA. When AAnF request for the KAKMA key and a KAKMA was derived from the current KAUSF then AUSF refresh the KAUSF to derive fresh KAKMA key. 

Proposal 5: To refresh the KAKMA, AUSF requests the AMF to initiate authentication procedure.
Proposal 6: It is proposed that the AAnF shall authorize the AF whether the AF is allowed to obtain the AKMA services based on the configured local policy or based on the authorization information in access token or policy provided by the NEF, using the AF ID.
Proposal 7: It is proposed to use a counter value as freshness parameter, which provides both freshness and replay protection properties.
Proposal 8: It is proposed to derive KAF as follows: KAF= KDF (KAKMA, AF ID, CounterAF, UE Identifier)
Proposal 9: It is proposed to have KAF lifetime. When KAF expires, the AF shall request for a new KAF to the AAnF. The AF shall include the AKMA key ID and the AF ID in the request message. 

