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1
Decision/action requested

This pCR proposes to modify text throughout the TS for clean-up
2
References

[1]
3GPP TS 33.536 v0.2.0: "Security aspect of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
3
Rationale

This pCR is prepared to clean-up the TS [1] in general for the following reasons.
· Inconsistent terminologies
· Typos

· Incorrect reference
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TS [1]. 
**** START OF CHANGES ****
4.1
General

The V2X architecture is described in TS 23.287 [2] which describes V2X communication over both the Uu reference point supported by E-UTRA connected to 5GC and/or NR connected to 5GC and PC5 reference point supported by E-UTRA and/or NR. The NR based PC5 reference point supports unicast, groupcast and broadcast modes (see TS 23.287 [2]). 

The security for PC5 reference point supported by E-UTRA is given in TS 33.185 [5]. The security for the other cases are given in the present document. 
**** NEXT OF CHANGES ****
5.2.1
General

This clause describes the security requirements and the procedures that are commonly applied for the all kinds of communication modes, i.e. unicast mode, groupcast mode and broadcast mode, which the NR based PC5 reference point supports. 
**** NEXT OF CHANGES ****
5.3.1
General

This clause describes the security requirements and the procedures that can be specifically applied for the NR based PC5 unicast mode.
5.3.2
Requirements

5.3.2.1
Requirements for securing the PC5 unicast link 
The initiating UE shall establish a different security context for each receiving UE during the PC5 unicast link establishment.

PC5 unicast link security establishment between the initiating UE and each receiving UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality protection, integrity protection and replay protection of the user plane data of PC5 unicast.

The system shall support confidentiality protection, integrity protection and replay protection of signalling for PC5 unicast link.

The system shall support means of configuring the UEs on whether to use confidentiality protection and/or integrity protection for a particular PC5 unicast link. 

All user plane data of PC5 unicast link for a V2X service shall be protected according to the PC5 user plane security policies of the initiating UE and the receiving UE.
5.3.2.2
Identity privacy requirements for the PC5 unicast link 
The 5G System shall provide means for mitigating trackability attacks on a UE during PC5 unicast communications.

The 5G System shall provide means for mitigating linkability attacks on a UE during PC5 unicast communications.
5.3.3
Procedures

5.3.3.1 
Securing the PC5 unicast link
5.3.3.1.1
General

The NR based PC5 unicast communication procedures are described in TS 23.287 [2]. Clause 5.3.3.1 details how the security for this communcation is established and used. 
5.3.3.1.2
Overview 

5.3.3.1.2.1 
Key hierarchy

PC5 unicast link uses 4 different layers of keying material as shown in figure 5.3.3.1.2.1-1. 
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Figure 5.3.3.1.2.1-1: Key Hierarchy for PC5 unicast link
The different layers of keys are the following:

Long term credentials: These are the credentials that are provisioned into the UE(s) and form the root of the security of the PC5 unicast link. The credentials may include symmetric key(s) or public/private key pair depending on the particular use case. Authentication signalling (see clause 5.3.3.1.3.2) is exchanged between the UEs to derive the KNRP. 

KNRP: This is a 256-bit root key that is shared between the two entities that communicating using PC5 unicast link. It may be refreshed by re-running the authentication signalling using the long term credentials. In order to generate a KNRP-sess (the next layer of keys), nonces are exchanged between the UEs. KNRP may be kept even when the UEs have no active unicast communication session between them. The KNRP ID is used to identify KNRP.
KNRP-sess: This is the 256-bit key that is the root of the actual security context that is being used (or at least in the process of being established) to protect the transfer of data between the UEs. During activated unicast communication session between the UEs, the KNRP-sess may be refreshed by running the rekeying procedure. The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KNRP-sess. The 16 bit KNRP-sess ID identifies the KNRP-sess. 

NOTE: A KNRP-sess ID with a zero value indicates no security is used and hence the UEs do not assign an all zero value of KNRP-sess ID when creating a security context.

NRPEK and NRPIK: The NR PC5 Encryption Key (NRPEK) and NR PC5 Integrity Key (NRPIK) are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. They are derived from KNRP-sess and are refreshed automatically every time KNRP-sess is changed.
5.3.3.1.2.2 
Security states
A UE may be in one of the three different security states with respect to another UE as follows:

Provisioned-security: This is where a UE just has its own long term keys.

Partial-security: This is where a UE has recently communicated with another UE and still has the KNRP that it used with the other UE, but no other derived keys.

Full-security: This is where a UE is actually communicating with another UE and has KNRP, KNRP-sess, NRPEK and NRPIK, the chosen confidentiality and integrity algorithms and PDCP counters used with each bearer.

Once a UE ends its unicast communication session with another UE, it shall delete KNRP-sess, NRPEK, and NRPIK, the choice of algorithms and the counters. It may also delete KNRP.
**** NEXT OF CHANGES ****
5.3.3.1.3
Key establishment procedures  

5.3.3.1.3.1 
General  

Clause 5.3.3.1.3 provides the details on the establishment of KNRP. The long term credentials and associated authentication method that are used to establish the keys used to protect the PC5 unicast link may either be specified in 3GPP specification or be a method described outside of 3GPP specifications. In the latter case, it is not practical for all cases to specify the signalling in individual IEs on the NR PC5 interface for all these applications, hence all the authentication is specified to be carried in a generic container (called Key_Est_Info in the following clause) on the NR PC5 interface. This allows, for example, an application to change the authentication method without affecting the NR PC5 interface.
5.3.3.1.3.2 
Key establishment

At each step of the flow (and the possible multiple times that step 2 can be run), the Key_Est_Info contains the different data that is required for key establishment. Such data is transparent to the PC5 layer, i.e. the PC5 layer does not need to understand the content of Key_Est_info. 

NOTE: The endpoint in the UEs that understands the contents of Key_Est_Info may be an application on the UEs. Between the PC5 layer and the application layer on the vehicles, the information contained in Key_Est_Info can be passed in an implementation-specific manner, e.g. as one block or several IEs. 

Figure 5.3.3.1.3.2-1 shows the message flows for establishing security at PC5 using the key established at the layer above PC5. The need for both steps 2a and 2b (and the number of times both steps 2a and step 2b are run) depends on the authentication method being used. 
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Figure 5.3.3.1.3.2-1: Message flow for the establishment of PC5 security key using a generic container

The steps are as follows and apply to establishment of the initial key or rekeying:

1. 
In the case, UE_1 determines it needs to establish a PC5 connection with another UE, UE_1 sends the Direct Communication Request message and this message is received by UE_2. In case of rekeying an existing connection with UE_2, UE_1 shall send a Direct Rekeying Request message to UE_2 instead of Direct Communication Request. In both cases the Direct Communication Request message or the Direct Rekeying Request message shall include the Key_Est_Info.

2. This step is optional and may be run multiple times depending on the authentication method used. 

a.
UE_2 shall send a Direct Auth and Key Establish message including the Key_Est_Info to UE_1.

b.
UE_1 shall send respond with a Direct Auth and Key Establish Response message including the Key_Est_Info to UE_2. 

3.
UE_2 shall calculate (if not already done) KNRP. UE_2 shall send a Direct Security Mode Command messages to UE_1. These messages may include Key_Est_Info if need by the authentication method being used and shall contain MSB of KNRP ID. The MSB of KNRP ID are chosen so that they uniquely identify KNRP at UE_2. 

4.
On receiving the Direct Security Mode Command, UE_1 shall calculate (if not already done) KNRP based on Key_Est_Info (if provided). UE_1 shall choose the LSB of KNRP ID so that they uniquely identify KNRP at UE_1. UE_1 shall form KNRP ID from the received MSB of KNRP ID and its chosen LSB of KNRP ID and shall store the complete KNRP ID with KNRP. 


UE_1 shall send a Direct Security Mode Complete message to UE_2 which shall contain the LSB of KNRP ID. UE_2 shall form KNRP ID from its chosen MSB of KNRP ID and the received LSB of KNRP ID and shall store the complete KNRP ID with KNRP.

**** NEXT OF CHANGES ****
5.3.3.1.4.2 
Security policy 

5.3.3.1.4.2.1
General

The PC5 unicast link shall support activation or deactivation of security based on the 
security policy similar to Uu, as defined in TS 33.501[6]. The security policy shall be provisioned for PC5 unicast link as well, as detailed in clause 5.3.3.1.4.2.2 of this document and handled as detailed in clause 5.3.3.1.4.2.3 of this document.

5.3.3.1.4.2.2

Procedure for security policy provisioning for PC5 unicast link

For selectively activating or deactivation the security of the PC5 unicast link, the PCF may 
 provision the security policy per V2X service, during service authorization and information provisioning procedure as defined in TS 23.287 [2]. 

**** NEXT OF CHANGES ****
5.3.3.1.4.3 
Security establishment during connection set-up

3.
UE_2 shall send the Direct Security Mode Command message to UE_1. This message shall only contain the MSB and optionally Key_Est_Info of KNRP ID and optionally Key_Est_Info if a fresh KNRP is to be generated (see clause 5.3.3.1.3).  UE_2 shall include Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data in the message. The Chosen-algs may only indicate the use of the NULL integrity algorithm if UE_2’s signalling security policy has integrity as OFF or PREFERRED. UE_2 shall also return the UE_1 security capabilities and UE_1’s signalling security policy to provide protection against bidding down attacks. UE_2 shall also include the least significant 8-bits of KNRP-sess ID in the messages. These bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 shall calculate KNRP-Sess from KNRP and both Nonce_1 and Nonce_2 (see Annex A.3) and then derive the confidentiality and integrity keys based on the chosen algorithms (Annex A.2). UE_2 shall integrity protect the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KNRP-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.

**** NEXT OF CHANGES ****
5.3.3.1.4.5 
Security establishment for user plane bearers

At initial connection or adding a V2X service, the initiating UE includes its user plane security policy in the Direct Security Mode Complete or Link Modification request message respectively. The receiving UE shall reject the connection setup or Link Modification Request if the received user plane security policy had either confidentiality/integrity set to OFF and its own corresponding policy is set to REQUIRED or if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to OFF. Otherwise, the receiving UE may accept the connection setup or Link Modification Request.
Editor’s note: If is FFS whether the receiving UE sends its UP security policy or a choice of security back to the initiating when accepting the connection setup or Link Modification Request. 
The UE initiating the establishment of a user plane bearer shall select an LCID whose associated value of Bearer for input to the security algorithms (see clauses 5.3.3.1.5.2 and 5.3.3.1.5.3) has not been used with the current keys, NRPEK and NRPIK. If this is not possible the UE shall initiate a re-keying (see clause 5.3.3.1.4.4) before establishing the user plane bearer. 
**** NEXT OF CHANGES ****
5.3.3.1.5
Protection of the PC5 unicast link 
5.3.3.1.5.1 
General  

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. Once security is established all signalling messages are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only. 

Editor’s note: The exact messages that can be sent without security protection is FFS.

5.3.3.1.5.2 
Integrity protection 

UEs shall implement NIA0, 128-NIA1 and 128-NIA2 and may implement 128-NIA3 for integrity protection of the the unicast link. The algorithm identifiers from clause 5.11.1.2 of TS 33.501 [6] are reused for PC5-S, PC5-RRC, and PC5-U.
These integrity algorithms are as specified in TS 33.501 [6] and are reused with the following modifications;

-
The key used is NRPIK;

-
Direction is set to 1 for direct link signalling transmitted by the UE that sent the Direct Security Mode Command for this security context and 0 otherwise;

-
Bearer[0] to Bearer[4] are set based on the LCID;

Editor’s note: The exact mapping of LCID to Bearer is FFS.

-
COUNT[0] to COUNT[31] are filled with counter value. 
The receiving UE ensures that received protected signalling messages and user plane data that is integrity protected are not replayed.

5.3.3.1.5.3 
Confidentiality protection

UEs shall implement NEA0, 128-NEA1 and 128-NEA2 and may implement 128-NEA3 for ciphering of the unicast link. The algorithm identifiers from clause 5.11.1.1 of TS 33.501 [6] are reused for PC5-S, PC5-RRC, and PC5-U.

These ciphering algorithms are as specified in TS 33.501 [6] and are used with the following modifications;

-
The key used in NRPEK;

-
Direction is set as for integrity protection (see 5.3.3.1.5.2);

-
Bearer[0] to Bearer[4] are set based on the LCID;

Editor’s note: The exact mapping of LCID to Bearer is FFS.

-
COUNT[0] to COUNT[31] are filled with counter value. 
5.3.3.1.5.4 
Content of the PDCP packet

The Key ID and least significant bits of the counter are carried in the PDCP header, along with any MAC that is needed for integrity protection. The key ID is used to signal which security context is being used and shall be set to KNRP-sess ID.  
This is illustrated in Figure 5.3.3.1.4.4-1.
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Figure 5.3.3.1.4.4-1: Security parameters in the PDCP header for NR based PC5 unicast mode
Editor’s Note: It is FFS if the length of the counter is 32 bits and if not whether it is the LSB of the counter that is included in PDCP header and if COUNT[0] to COUNT[31] are padded with its of KNPR-sess ID.
**** NEXT OF CHANGES ****
5.3.3.2 
Identity privacy for the PC5 unicast link 
5.3.3.2.1
General

The link identifier update procedure given in TS 23.287 [2] is used to provide privacy for the identities in the unicast link. These messages in this procedure are always sent protected and hence the new identities agreed by the UEs are only known to the involved UEs. A three-way message exchange procedure is required with this procedure since both UEs need to change their identifiers during the same procedure and to allow these new values to be acknowledged before them being used.
5.3.3.2.2
Procedures

Figure 5.3.3.2.2-1 shows the flows for changing the identities of the UEs involved in PC5 unicast link. The figure and the following steps only show the security parameters (KNRP ID and KNRP-sess ID) that are changed and the Layer-2 ID but not the other parameters described in TS 23.287 [2]. 

**** NEXT OF CHANGES ****
5.4
Security for groupcast mode

5.4.1
General

This clause describes the security requirements and the procedures that can be specifically applied for the groupcast mode over the NR PC5 interface.
5.4.2
Requirements 

5.4.2.1
Requirements for securing the NR based PC5 groupcast mode
There are no requirements for securing the NR based PC5 reference point for groupcast mode. 

5.4.2.2
Identity privacy requirements for the NR based PC5 groupcast mode
The 5G System shall protect against linkability attacks on Layer-2 ID and IP address for groupcast mode.
The 5G System shall protect against trackability attacks on Layer-2 ID and IP address for groupcast mode.
5.4.3
Procedures

5.4.3.1
Securing the NR based PC5 groupcast mode
There are no particular procedures defined for securing the NR based PC5 groupcast mode. 

5.4.3.2
Identity privacy procedures for the PC5 groupcast mode
The below privacy procedures follow the privacy mechanism defined in TS 33.185 [5] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on its used source identities. 

The UE shall change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) when V2X application indicates that the Application Layer ID has changed. The UE may change and randomize its source Layer-2 ID and source IP address including IP prefix (if used) at other times (e.g. see clause 5.6.1.1 in TS 23.287 [2]). The UE shall provide an indication to the V2X application layer whenever the source Layer-2 ID and/or source IP address are changed.
Editor's note: Privacy of destination ID of groupcast if FFS.
5.5
Security for broadcast mode

5.5.1
General

This clause describes the security requirements and the procedures that can be specifically applied for the broadcast mode over the NR PC5 interface.
5.5.2
Requirements

5.5.2.1
Requirements for securing the NR PC5 based broadcast mode
There are no requirements for securing the NR based PC5 reference point for broadcast mode. 

5.5.2.2
Identity privacy requirements for the NR PC5 based broadcast mode
The 5G System shall protect against linkability attacks on Layer-2 ID and IP address for broadcast mode.
The 5G System shall protect against trackability attacks on Layer-2 ID and IP address for broadcast mode.

5.5.3
Procedures

5.5.3.1
Securing the NR PC5 based broadcast mode
There are no particular procedures defined for securing the NR based PC5 broadcast mode. 

5.5.3.2
Identity privacy procedures for the NR PC5 based broadcast mode
These procedures for the privacy of source Layer-2 ID and source IP address are the same as that given in clause 5.4.3.2 for the source identities in the UE.
**** NEXT OF CHANGES ****
6.1
General

This clause contains the security and privacy requirements and procedures that meet the requirements over Uu connectivity with 5G core network. 
6.2
Requirements

There are no additional security or privacy requirements for V2X beyond those given in TS 33.501 [6] for Uu connectivity with 5G core network. 
6.3
Procedures

There are no additional security or privacy procedures of V2X beyond those given in TS 33.501 [6] for Uu connectivity with 5G core network. 

**** END OF CHANGES ****
��Identifer for upper layer credential is out of scope.


�Security policy doesn't always need to be provided by the network according to TS 23.287.


�It is also possible to use the local policy. 
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