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1. Overall Description:

SA6 would like to thank CT1 for the LS (C1-196979) on how the IWF obtains key material for interworking group and private communications. The following is the SA6 view on the issues raised and the questions posed in this LS.
CT1 correctly points out that "According to current 3GPP TS 23.283, the IWF does not have a KMS as part of its internal security domain. Also, the IWF does not have an interface to a KMS in the MCPTT/MCData server’s security domain." 

SA6 believes that enhancements may be needed in the existing 3GPP TS 33.180 architecture and the current Interworking architecture in 3GPP TS 23.283, where the IWF (and its interface to the MC system) can belong to a separate security domain from the MC systems to which it connects. The IWF should look like a peer MC system similar to interconnection between MC systems. According to existing SA6 specifications 3GPP TS 23.280 and 3GPP TS 23.379, interconnection between MC systems utilizes an MC gateway function to hide the server topology of each respective MC system from the remote MC systems to which they are connected. This same function (along with the termination of security at the MC gateway) should be a part of the Interworking security architecture.
Q1:  For LMR interworking, how can 3GPP MCPTT call control signalling security be applied between an IWF and an MCPTT server when the MCPTT server exists in another security domain apart from the IWF?
Response:  This should be done in a way that is similar to how security is applied for interconnection between MC systems.
Q2:  For LMR interworking, how can 3GPP MCData call control signalling security be applied between an IWF and an MCData server when the MCData server exists in another security domain apart from the IWF?
Response: Same as Q1 response.
Q3:  For LMR interworking, how can 3GPP MCPTT group call media plane security be applied between an IWF and an MCPTT server when the MCPTT server exists in another security domain apart from the IWF?

Response:  Same as Q1 response.
Q4:  For LMR interworking, how can 3GPP MCData one-to-one SDS media plane security be applied between an IWF and an MCData server when the MCData server exists in another security domain apart from the IWF?

Response:  Same as Q1 response.
SA6 will work with SA3 to make any clarifications to each of our respective technical specifications as needed.
2. Actions:

To SA3 group.
ACTION: 
SA6 asks SA3 group to take the above information into account.
To CT1 group.

ACTION: 
SA6 asks CT1 group to take the above information into account.
3. Date of Next SA6 Meetings:

SA6#35 13th – 17th Jan 2020
Hyderabad, IN
SA6#36 24th – 28th Feb 2020
Christchurch, NZ
