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1	Decision/action requested
This document proposes to resolve the Editor’s Notes in the KI#3.1 of TR 33.846.
2	References
[1]    3GPP TS 33.501 "Security architecture and procedures for 5G system"
[2]	   3GPP TS 29.503 "5G System; Unified Data Management Services”
3	Rationale
According to SA3#96 meeting, four Editor’s Notes were added to Key Issue #3.1 of TR33.846:
[bookmark: OLE_LINK4]Editor’s Note: Align with the objective of the study needs to be clarified.
Editor’s Note: Key issue details are FFS.
Editor’s Note: security threats are FFS.
Editor’s Note: Potential security requirements are FFS.
These issues listed in the above enditor’s notes will be resolved in this contribution. 
For the first Editor’s Note: Align with the objective of the study needs to be clarified:
[bookmark: OLE_LINK5]Currently, TS 33.501 [1] clause 6.1.4 specifies that AUSF will inform the UDM about the result and timestamp of a successful authentication run:
1.	The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request. This shall include the SUPI, a timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name.
NOTE: 	It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy.
2.	The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name).
3.	UDM shall reply to AUSF with a Nudm_UEAuthentication_ResultConfirmation Response. 
4.	Upon reception of subsequent UE related procedures (e.g. Nudm_UECM_Registration_Request from AMF) UDM may apply actions according to home operator’s policy to detect and achieve protection against certain types of fraud (e.g. as proposed in section 6.1.4.2).
However, in case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, UDM still keeps the record of  UE’s authentication result. If the authentication result is not removed, the purpose of preventing fraudulent Nudm_UECM_Registration request attack by increasing the home controlled authentication in 5G is NOT fully achieved.
As the risk that fraudulent attack due to expired authentication result in the UDM is exist, there are still vulnerabilities in the current authentication procedure, and the corresponding security mechanisms need to be studied in the FS_AUTH_ENH study item. The key Issue on fraudulent attack due to expired authentication result in the UDM is align with the objective of the FS_AUTH_ENH study item.
For the second Editor’s Note: Key issue details are FFS:
More Key issue details are introduced as following:
In the CT4 specifications (e.g. TS 29.503), there is no description that the UE will automatically remove the authentication result saved in the UDM after the UE deregistration or SMC failure. If the authentication result is not removed, the AMF can always send the fraudulent Nudm_UECM_Registration Request to UDM pretending the UE is already connected to it while in fact the UE is not. So the fraudulent Nudm_UECM_Registration request attack still exists and is not mitigated, which means that the purpose of preventing certain types of fraud by increasing the home controlled authentication in 5G is NOT fully achieved.
For the third Editor’s Note: security threats are FFS:
Security threats are introduced as following:
In case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, fraudulent service request can be initated by an attacker to tamper, or steal the UE data, or subscribe the service from the UDM if the authentication result stored in the UDM is not removed. For example, fraudulent Nudm_UECM_ Registration service request can be sent by the attacker, and accepted by the UDM to store the AMF ID as the current AMF which is serving for the UE. Fraudulent Nudm_SDM_Get service may be used by the attacker to steal the data from the UDM. 
For the fourth Editor’s Note: Potential security requirements are FFS:
Potential security requirements are introduced as following:
The fradulent attack due to expired authentication result in the UDM shall be mitigated.
4	Detailed proposal
***	BEGIN CHANGES	***
[bookmark: _Toc3473991]5.3.X	Key Issue #3.X: Key issue on fraudulent attack due to expired authentication result in the UDM 
[bookmark: _Toc513475448][bookmark: _Toc3473992]5.3.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc3473993]TS 33.501 clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and that it can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 
However, in the case of UE/network-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA induring the registration procedure, UDM still has the authentication result, according to TS 29.503 [Y]. This which may cause security issues. Fraudulent UDM service request like fraudulent Nudm_UECM_ Registration service request sent by the AMF may be accepted by the UDM, and the UDM may store the AMF ID as the current AMF serving for the UE, even though the UE is already deregistered from the serving network. Therefore, in the deregistration or NAS SMC failure case describe above, the authentication result shall be removed, considering the authentication result usage specified in TS 33.501 clause 6.1.4.
Editor’s Note: Align with the objective of the study needs to be clarified.
Editor’s Note: Key issue details are FFS.
5.3.X.2	Security threats
Editor’s Note: security threats are FFS.
Editor’s Note: Other security threats are FFS.
In case of UE-initiated deregistration procedure, or network-initiated deregistration, or SMC failure after AKA during the registration procedure, the fraudulent service request can be initated by an attacker to tamper, or steal the UE data, or subscribe the service from the UDM if the authentication result stored in the UDM is not removed. For example, fraudulent Nudm_UECM_ Registration service request can be sent by the attacker, and accepted by the UDM to store the AMF ID as the current AMF which is serving for the UE. Fraudulent Nudm_SDM_Get service may be used by the attacker to steal the data from the UDM.
[bookmark: _Toc513475450][bookmark: _Toc3473994]5.3.X.3	Potential security requirements
Editor’s Note: Potential security requirements are FFS.
Editor’s Note: Potential security requirements are FFS.
The fradulent attack due to expired authentication result in the UDM shall be mitigated.
***	SECOND CHANGES	***
[bookmark: _Toc22397177]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[bookmark: OLE_LINK39][bookmark: OLE_LINK40][2]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.102: "Security architecture".
[Y]	3GPP TS 29.503: "5G System; Unified Data Management Services".



[bookmark: _GoBack]***	END OF CHANGES	***


