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1	Decision/action requested
This pCR proposes to add analysis to Solution #13 in TR 33.836.
2	References
[1]	3GPP TR 33.836 Study on security aspects of 3GPP support for advanced V2X services v0.4.0 Rel-16
3	Rationale
As specified in Solution #13 in TR 33.836 [1], the source L2 ID is randomised and regularly changed inside UE. However, potential chance of two UEs selecting the same source L2 ID individually still exists. It is proposed to add the following analysis of this problem to this solution:
The randomized self-selection of Layer-2 IDs may cause potential Layer-2 ID conflicts.
4	Detailed proposal
*** START OF CHANGE 1 ***
[bookmark: _Toc22642977][bookmark: _Toc22735503]6.13	Solution #13: Solution against V2X UE tracking based on PC5 identifiers
[bookmark: _Toc22642978][bookmark: _Toc22735504]6.13.1	Introduction
This solution addresses KI#1:<Privacy protection for unicast messages over>, KI#3:< Privacy protection for groupcast messages over PC5> and KI #8:< Privacy protection for broadcast messages over PC5>.
According to clauses 5.6.1.2 and 5.6.1.3 in TS 23.287 [4], the UE self-selects a source Layer ID for broadcast mode and groupcast mode. It is expected that the UE self-selects a source Layer ID for unicast mode as well.
According to clause 5.6.1.4 in TS 23.287 [4] for unicast mode V2X communication over PC5 reference point, the UE maintains a mapping between the Application Layer IDs and the source Layer-2 IDs used for the PC5 unicast links, as the V2X application layer does not use the Layer-2 IDs. This allows the change of source Layer-2 ID without interrupting the V2X applications. Also, when Application Layer IDs change, the source Layer-2 ID(s) of the PC5 unicast link shall be changed if the link(s) was used for V2X communication with the changed Application Layer IDs. It is expected that for broadcast mode and groupcast mode V2X communication over PC5 reference point, the UE maintains a similar mapping between the Application Layer IDs and the source Layer-2 IDs used for the PC5 groupcast links and broadcast links.
[bookmark: _Toc22642979][bookmark: _Toc22735505]6.13.2	Solution details
The solution is based on the privacy mechanism defined in TS 33.185 [12] for V2X LTE which is intended to mitigate against the threat of tracking the UE by an attacker based on the source Layer 2 ID. This mechanism is described below.
The source Layer-2 ID is randomized and regularly changed in the UE. 
The source Layer-2 ID is randomized and changed in the UE when indicated by the V2X application that the application layer identifier has changed.
The UE provides an indication to the V2X application layer whenever the source Layer-2 ID is changed.
[bookmark: _Toc22642980][bookmark: _Toc22735506]6.13.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
The randomized self-selection of Layer-2 IDs is adopted as in TS 23.287 [4].

*** END OF CHANGE ***


