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1
Decision/action requested

This contribution proposes a conclusion for Unicast privacy for V2X
2
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3
Rationale

Key issue #1 on unicast privacy has not been concluded yet. In TS 23.287 [2], the link layer update procedure it is proposes to change the identities for just one UE. This has the issue that the connection could be tracked over the changes of identities as if UE_1 changes its link layer identity then UE_2 changes its link layer identity unilaterally, then the connection will be identified by as follows:

UE_1’s initial layer 2 ID and UE_2’s initial layer 2 ID (after establishment of connection)


UE_1’s changed layer 2 ID and UE_2’s initial layer 2 ID (after UE_1 changes its layer 2 ID) 


UE_1’s changed layer 2 ID and UE_2’s changed layer 2 ID (after UE_2 changes its layer 2 ID)
In the above there is always an identity in common. Similar arguments apply for other identities, e.g. Key IDs (both KD and KD-sess identities). 

Hence it proposed to conclude that both UEs’ identities and shared identities (e.g. Key IDs) change at once as suggested in solution #1. As SA2 are specifying the link layer identity update procedures, it is further proposed that SA3 capture the requirements for changes in their specification of V2X and write an LS to SA2 informing them of the need to change the link layer update procedure to meet SA3 requirements.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

7.X
Conclusion on KI #1
For key issue #1 on privacy protection for unicast messages over PC5, the idea of changing the layer 2 identities and the shared identities (e.g. Key IDs) at the same time as proposed in solution #1 is chosen as the basis for normative work. It is proposed to capture these requirements in the V2X security specification with the actual procedure to perform layer 2 update satisfying these requirement specified in TS 23.287 [4].  
**** END OF CHANGES ****

