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1
Decision/action requested

This document contains the notes from the break out session on virtualization. It is for information.
2
Notes
Work item

S3 193939  LS on PC5-S Signaling and PC5-RRC connection for NR sidelink communication R2-1914151 LG presents. QC: second bullet is good for security, reduces our worries-> noteable
S3 194248  pCR for eV2X TS Ericsson E// presents. Huawei: first change should be under NR-PC5 or Uu? E//: template changed slightly. Huawei: put it under Uu-1 QC: together with 4314 E//: take the text under Uu. -> take text under Uu, reopen when Uu discussion happens -> mergeable into 4314 and into 4313.

( S3-194613
S3 194314 Proposed inclusion of groupcast and broadcast privacy solutions Qualcomm Incorporated, LG Electronics. QC presents. Huawei: privacy procedure: in proposed solution 3 points. Source address would have to change based on trigger by application ID, and more changes during lifetime of application ID. Source ID would also be changed multiple times. Futurewei: L2ID changes can happen independently QC: end of 1st sentence 2nd para. … and may change at other times. Nokia: provide means for mitigating. Replace by shall mitigate. QC: can't address fully. Futurewei: look at previous attack.  Huawei: ed note destination ID of broadcast is FFS. QC: no key issue in the TR. If key issue on this comes, then ok. Huawei: align with change in skeleton

-> … and may change at other times - wording offline - provide means for mitigating. – wording offline. - align with change in skeleton – on rapporteur. -> agreeable

(S3-194613
S3 194312 Proposed text for the early clauses for V2X TS Qualcomm Incorporated, LG Electronics. QC presents. Huawei: align titles, on rapporteur. Futurewei: mention PC5 interface QC: in architecture. Futurewei: should be in Scope. Alec: match to objectives and scope of WID. Futurewei: make this based on SA3 WID. LG: WID discussion yesterday includes both aspects. -> agreeable

( S3-194614
S3 194313 Proposed text for security for V2X over Uu reference point clause Qualcomm Incorporated, LG Electronics. QC presents. Huawei: align title changes – rapporteur general parts of E// contribution 4248 should go into general clause. IDCC: 6.1 delete can. 

-> align title changes – rapporteur general parts of E// contribution 4248 should go into general clause. In 6.1 delete "can". -> agreeable

( S3-194615
Study item

S3 193960  33.836 – update of evaluation for the Solution #1 InterDigital Communications. LG: last sentence is duplicate

-> remove duplicate sentence -> agreeable

( S3-194616
S3 193961 TR 33.836 – update of evaluation for the solution #4 InterDigital Communications. IDCC presents. QC: not convinced on last sentence, sounds like conclusion. Delete the last sentence. Argument during conclusion. Nokia: ed note how the secure link is set up. IDCC: this is about privacy. This is link id update. Comment for other solution.

-> agreeable

( S3-194617
S3 193962 TR 33.836 - proposed conclusion for KI#1 InterDigital Communications. IDCC presents. Together with 4309 -> merge with 4309

( S3-194618
S3 194309 Proposed conclusion for Key Issue #1 on Unicast privacy Qualcomm Incorporated. QC presents. Huawei: disagree with solution 4. Intel: together with 4018

-> agreement for solution 1 part, exact text to be decided after the LS  
( S3-194618
S3 194081 Updates to solution 9 Intel Corporation (UK) Ltd. Intel presents. Typo in CAG Id. QC: disagree with conclusion. Need a different keying. This is different to application layer, so need to follow application layer, operator may get access to data, provisioning from operator, has problem with multiple operators. Intel: 23.286 9.14 23.434 12.3.3 deals with identifier change. On key management part already handled in SA2 TS. Huawei: don't want this as alternative. Nokia: evaluation is a repetition of solution, ed notes are not addressed. E.g. which id is used. Intel: already part of the text. Wasn’t needed. LG: same view as QC. This is not needed.  QC: ed note 2 should stay. Nokia: on eval: first sentence is ok. IDCC: delete second para. Nokia: move 2nd para to solution. 3rd para move to solution. QC: need to evaluate how to maintain privacy when massive amount of keys are rotated. QC: unique session key provides confidentiality, but privacy of identity is missing. Change to confidentiality. remove last sentence. Nokia: remove conclusion.
-> Evaluation move 2nd para to solution. 3rd para move to solution Change privacy to confidentiality of user plane. remove last sentence. Conclusion to be removed-> agreeable

( S3-194619
S3 193959 TR 33.836 – update of evaluation for the solution #2 InterDigital Communications. IDCC presents. Nokia: evaluation only looking at advantages. IDCC: to resolve why is it different from SA2 call flow. LG: second part of second sentence is incorrect. Delete 2nd and 3rd sentence of second new para. QC: same concern, it is an extra message, may have problems in 1/256 cases. Could be done by using L2 ID of responder. IDCC: this needs to be solved on PDCP layer, need additional logic. 

-> Delete 2nd and 3rd sentence of second new para. -> agreeable

( S3-194620
S3 194303 Resolving the Editor’s note on privacy in the evaluation of solution #8 Qualcomm Incorporated. QC presents. IDCC: concern privacy against vehicle you are talking to? QC: yes. Comes from application, because they have changed their ID and keys. Blackberry: expection by the application is to change everything. IDCC: is ed note addressed? QC: yes. 

-> agreeable

( S3-194621
S3 194306 Proposal of an evaluation of solution #12 on protecting the traffic at the PDCP layer Qualcomm Incorporated. QC presents. -> agreeable

( S3-194622
S3 194302 Adding the provisioning of security policy to solution #16 Qualcomm Incorporated. QC presents. Huawei: only have options required or not needed. QC: in Uu, the network decides. Here it is unclear whether preferred is needed. Huawei: what happens in case of difference. Ed note: the need for "preferred" in security policy is FFS. How to handle different security policies is FFS. QC: ok, if there is no text in solution already.

-> Ed note: the need for "preferred" in security policy is FFS. Conditionally: ed note: How to handle different security policies is FFS. -> agreeable

( S3-194623
End of offline session.

S3 194307 Proposal of an evaluation of solution #16 on the activation of user plane security in NR PC5 unicast 
Qualcomm Incorporated 

S3 194173 

Resolving the EN and adding the evaluation of solution #17 
Huawei, Hisilicon 

S3 194175 

eV2X: Solution for the UP security activation policy handling in NR PC5 unicast 
Huawei, Hisilicon 

S3 194304 

Protection of IEs in Direct Communication Request message 
Qualcomm Incorporated 

S3 194305 

Proposal of an evaluation of solution protecting IEs in Direct Communication Request message 
Qualcomm Incorporated 

S3 194308 

Proposal conclusion for key issue #2 on security for eV2X unicast messages over PC5 
Qualcomm Incorporated 

S3 194176 

eV2X: Conclusion on one requirement of KI#2 
Huawei, Hisilicon 

S3 194174 

eV2X: Conclusion on KI#2 
Huawei, Hisilicon 

S3 194178 

eV2X: Conclusion on KI#2 
Huawei, Hisilicon 

S3 193963 

TR 33.836 - Proposed conclusion for KI#2 
InterDigital Communications 

S3 194148 

Update of solution#14 
Lenovo, Motorola Mobility 

S3 194149 

Solution#14 Evaluation 
Lenovo, Motorola Mobility 

S3 194413 

Privacy solution for groupcast 
Nokia, Nokia Shanghai Bell 

S3 194414 

Evaluation to privacy solution for groupcast 
Nokia, Nokia Shanghai Bell 

S3 194041 

New Solution for secure identifier conversion in groupcast 
Huawei, HiSilicon 

S3 194155 

Solution for destination L2 privacy 
Ericsson 

S3 194037 

Conclusion for Key Issue #3 
Huawei, HiSilicon 

S3 194038 

Conclusion for Key Issue #4 
Huawei, HiSilicon 

S3 194310 

Proposed conclusion for Key Issue #4 on security of identifier conversion in groupcast communication 
Qualcomm Incorporated 

S3 194311 

Proposed conclusion for Key Issue #6 on Security of the UE service authorization and revocation 
Qualcomm Incorporated 

S3 194044 

Conclusions to KI #6 
Huawei, HiSilicon 

S3 194097 

Providing analysis to Solution #13 in TR 33.836 
Huawei, Hisilicon 

S3 194039 

Conclusion for Key Issue #8 
Huawei, HiSilicon 

S3 194074 

Add a note to key issue #9 in TR 33.836 
ZTE Corporation 

S3 194095 

Providing some updates to Solution #15 in TR 33.836 
Huawei, Hisilicon 

S3 194096 

Evaluation of Solution #15 in TR 33.836 
Huawei, Hisilicon 

S3 194042 

New solution to KI#9 
Huawei, HiSilicon 

S3 194040 

Conclusion for Key Issue #9 
Huawei, HiSilicon 

S3 193981 

Conclusion for Key issue 9 
LG Electronics Inc. 

S3 193980 

Conclusion for Key issue 10 
LG Electronics Inc. 

S3 194177 

eV2X: conclusion on KI #10 
Huawei, Hisilicon 

S3 193990 

Draft LS on PC5 unicast and groupcast security protection 
InterDigital Communications 

S3 194043 

Addition of security threats and security requirements to KI#9 
Huawei, HiSilicon 

S3 194179 

Clarification on aspects specific to the network product class UDM and AMF 
Huawei, Hisilicon
