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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· Explicit potential requirements for the control of the hypervisor and for separation are proposed to protect memory.
4
Detailed proposal

5.8
Key Issue 7: Memory Introspection
5.8.3
Potential security requirements

An NFV environment shall use a virtualisation platform which prevents one function from inspecting the memory of other functions. Solutions to this requirement required outside 3GPP.

Delegated administrator roles shall be used to ensure that administrators do not have the ability to inspect memory of functions except under exceptional circumstances. Solutions to this requirement required outside 3GPP.

Firmware/UEFI updates shall be applied in a timely manner to protect against hardware bugs and security flaws, including those which are newly found. Solutions to this requirement required outside 3GPP.

The system should manage the hypervisor to enforce the network security policies.  This includes, but is not limited to, ensuring that 
· VMs are isolated from each other, 

· Applications are prevented from accessing each other’s memory spaces,
· VMs are prevented from accessing the memory of another VM, 
· Keys used to encrypt the memory are also under hypervisor control,
· Hypervisors are not allowed to write directly to memory,
· Hypervisors are not allowed to bypass normal memory access controls and security within the VNF/VM,
· Hypervisors are not allowed to change data within a 3GPP VNF at run-time.
The solution is outside 3GPP.
The system should apply physical and/or logical separation to keep sensitive control plane sub-components within a 3GPP function (e.g. key material or billing data) away from lower security sub-functions or other general user plane traffic handling sub-functions.  The solution is inside and outside 3GPP.  
