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1
Decision/action requested

The contribution proposes to include the evaluation for a solution to layer-2 identity privacy
2
References

[1]
TR 33.836 v0.3.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

The asset, the L2 source ID, which potentially reveals the identity of the user, cannot be shared with everybody to ensure the enforcement/protection is meaningful. Therefore, the change of L2 ID needs to be shared/exchanged confidential and the decision of who to share this capability shall with, shall be decided by the user/UE.In contribution XXX a solution is presented that protect the privacy of the user through a method to self-assign the source L2-ID which removes the need for a long-term ID and reduces signalling due to the L2 ID change. 
This contribution proposes the evaluation of the solution.

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
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++++ to rapporteur: this evaluation belongs to the proposal for 

++++ 6.Y
Solution #Y: Protection of L2 ID for privacy protection in 
++++ uni- group-and broadcast
6.Y.3
Evaluation
The solution enables the groupcasting UE to decide whether or not to disclose its trackable identity to group members or eavesdroppers. It limits the possibility of device tracking but does not prevent tracking attacks utilising side channels, e.g. location-aware attacks, timing attack, paging attacks.

Utilising a policy to define algorithm selector, initial values update/increment policy enables the solution to scale and adapt to constrained platforms and newer technologies. 

Additionally, the solution protects authorised group members from replay/impersonation attacks, due to the groupcast message verification of the expected identity. Due to the synchronised mechanism to updating the L2 source ID, the solution minimises the need for additional signalling to change the L2 ID.
The solution is described in the context of groupcast, but scales to both broad- and unicast, when applicable, e.g. a broadcaster does not need to reveal its trackable identity, but the solution does not limit this capability. Opposite, a unicast transmitter shall reveal its trackable identity for the receiver to be able to respond and link communication.

**** END OF CHANGES ****

