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1
Decision/action requested

This contribution proposes evaluation of the solution on Shared secret for F1 security context establishment, to be captured in TR 33.824
2
Rationale

This contribution proposes clarification updates and evaluation of the solution on Shared secret for F1 security context establishment (Solution #3.1). This solution addresses the security credentials establishment for the security requirements in key issue #4.1. Further this solution ensures only authorized IAB Node establish the F1 security context.   

Request SA3 to capture the proposed evaluation in the TR 33.824 for further consideration. 
3
Detailed proposal

**** START OF CHANGES ****

2
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-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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**** NEXT CHANGES ****

6.3
Solutions for key hierarchy and the related procedure
6.3.1
Solution #3.1: Shared secret for F1 security context establishment

6.3.1.1
Introduction

This solution addresses the security credentials establishment for the security requirements in key issue #4.1.

6.3.1.2
Solution details

For establishment of the secure RRC connection with the network (IAB MT setup), the MT functionality in the IAB node performs authentication with the network and establish the AS security context for the secure exchange of the RRC messages (Solution #2.1). Further, for establishment of secure F1 interface (IAB DU setup), it is required to perform an authentication mechanism over IKEv2 to establish IPSec tunnels (Solution #4.1). As the IAB Node’s MT functionality and DU functionality establish the security context independently, multiple authentication procedures are performed between the IAB Node and to the same network (for the same RAN technology). Instead of performing the mutual authentication again between the IAB Node and the IAB Donor, the Access Stratum (AS) security context key KgNB (in possession of the MT functionality in the IAB node and in the IAB Donor) is used to derive a Shared Key, which will be used to compute the AUTH value directly and the authentication run is skipped (skipping full authentication run, for example, EAP-TLS or EAP-AKA procedure). 
During the UE Registration procedure, the network performs verification of IAB subscription information for IAB-node authorization (c.f, TS 23.501 [xx]). Therefore, only after successful verification of IAB-node authorization, the 5GC completes the Registration procedure and provides AS security context key KgNB to the IAB-donor. By using the AS security context key KgNB, the IAB Donor ensures that the IAB Node is authorised already by the core network and does not require any additional procedure to perform authorization check for the IAB-node during IAB-DU part setup.  
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Figure 6.3.1.1-1: Establishment of F1 security association using Shared Key

- Phase 1: IAB-MT setup. In this phase, the MT functionality of the new IAB-node (e.g. the IAB-node 2 in Figure 6.3.1.1-1) connects to the network as a normal UE, by performing RRC connection setup procedure with IAB-donor-CU, authentication with the core network, IAB-node 2-related context management, IAB-node 2’s access traffic-related radio bearer configuration at the RAN side, and, optionally, OAM connectivity establishment. 

As part of AS security establishment, the MT functionality of the new IAB-node and the IAB donor, derives the key KgNB. In case of NSA, the MT functionality of the new IAB-node and the IAB donor are in possession of the KgNB which is the S-KgNB provided by the MeNB. 

- Phase 2-1: Backhaul RLC channel establishment. In this phase, at least the backhaul RLC channels for CP traffic e.g. carrying F1-C messages to and from the IAB-node, are established. 

- Phase 2-2: Routing update. In this phase, the BAP layer is updated to support routing between the new IAB-node 2 and the IAB-donor-DU. This includes configuration of a BAP routing identifier for routing in downstream direction on the IAB-donor-DU and a BAP route identifier in upstream direction on MT functionality of IAB-node 2. The routing tables are updated for all ancestor IAB-nodes (e.g. IAB-node 1) and the IAB-donor-DU with routing entries for the new BAP routing identifier. The DU functionality of the new IAB-node configures an IP address to establish IP connectivity to the operator’s network. 

- Phase 3: IAB-DU part setup. In this phase, the DU functionality of the IAB-node 2 is configured. The DU functionality of the IAB-node 2 initiates the set up F1-C connection with the IAB-donor-CU and establish security context. For the establishment of security context for the F1 interface (F1-C and/or F1-U), the IAB-node 2 initiates IKEv2 procedure (as detailed in Solution #4.1) with the IAB-donor-CU to establish the IPsec SAs. The Access Stratum (AS) security context key KgNB (in possession of the MT functionality in the IAB node and in the IAB Donor) is used to derive a pre shared key (KIAB), which will be used to compute the AUTH value directly and the authentication run is skipped (skipping full authentication run, for example, EAP-TLS or EAP-AKA procedure). The IAB node and the IAB Donor uses the KIAB derivation function detailed in Figure 6.3.1.1-2 for the deriving the KIAB.  

   After the F1 is setup, the IAB node can now start serving the UEs.
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Figure 6.3.1.1-2: KIAB derivation function
IAB supports topology adaptation, where the IAB-node migrates from its source parent node to a target parent node [4]. The IAB-node can migrate to a different parent node underneath the same or at a different IAB-donor CU. The IAB-node continues providing access and backhaul service when migrating to a different parent node underneath at least the same IAB-donor CU. The IAB-node migration procedures are captured in TS 38.401[4].
During the topology adaptation, it may be possible to allocate different TNL address(es) that is (are) routable via the target IAB-donor-DU. Therefore it is required to (re)establish the IPsec associations between the IAB-node and the IAB-donor. Performing IKEv2 Pre-shared Secret Key (PSK) authentication method is efficient for (re)establishment of secure F1, due to IAB-node migration, compare to performing addition authentication procedure in case if certificate based authentication is used.
**** NEXT CHANGE ****

6.3.1.X
Evaluation

This solution details the mechanism for establishment of secure F1 interface, performing an authentication mechanism over IKEv2 to establish IPsec tunnels, which is required for Solution #4.1 (concluded for normative work, c.f., clause 7.4.1). 

This solution does not require any additional pre-provisioned security credentials for performing an authentication mechanism over IKEv2 to establish IPsec tunnels. The security credential required to perform IKEv2 procedure is derived using the AS security context (which is established as part of IAB-UE setup procedure). Implementations prefer to use single security credential for the IAB-node operations, for cost effective reasons (for example, using only 5G-AKA credentials and does not require PKI (certificates)). 
Also, the authentication and authorization of the IAB-UE functionality (Phase 1 of integration procedure for IAB-node) and the F1 interface Setup (Phase 3 of integration procedure for IAB-node) are independent procedure, therefore this solution ensures (without any other additional procedure) that only authorized IAB Node establish the F1 interface. As only authorized IAB-node successfully completes the Registration and establishes AS security context. Ensuring the authorization of the IAB Node fulfils the potential security requirements of key issue #2.1(Authorization aspect of the IAB Node).
Further using the PSK authentication method for establishment of secure F1 due to IAB-node migration is efficient compare to performing addition authentication procedure over IKEv2. 
**** NEXT CHANGE ****

7.2
Conclusions on authentication framework for IAB-node (IAB-DU part setup)
In order to establish IPsec ESP, authentication methods for IKEv2 shall be supported either using certificates or pre-shared key (PSK). 
The PSK may be configured dynamically or statically. In case of dynamic PSK, Solution #3.1 is used as the basis for normative work. 

**** END OF CHANGES ****
