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1	Decision/action requested
This contribution proposes security requirements for KI #15
2	References
[1]	TR 33.861 
3	Rationale
[bookmark: _GoBack]In SA3 #96Adhoc, the key issue #15 on protection of UE capability transfer for UEs without AS security was approved with the following security threats.
Attacker may inject false UE radio capabilities for CIoT UEs that only support CP optimization. This may cause unexpected damage to those CIoT UEs, including but not limited to, service downgrade, denial of service, battery exhaustion.  
This contribution proposes potential security requirements to address the above threats.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.861 [1].

***** START OF CHANGES *****
[bookmark: _Toc22271174][bookmark: _Toc22271177]5.15	Key Issue #15: Protection of UE capability transfer for UEs without AS security
[bookmark: _Toc22271175]5.15.1	Key issue details
GSMA sent an LS to SA3 and RAN2 in [XX] describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was possible as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in the [XX].
“This exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service, e.g., downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices. The researchers have demonstrated the feasibility of the attack using low-cost equipment.”
To address the issue, SA3 specified security protection of the RRC UE capability transfer procedure in 33.501 [8]. The fundamental requirement of the protection is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables network to verify the UE radio capabilities provided by the UE.
[bookmark: _Toc22271176]5.15.2	Security threats
Attacker may inject false UE radio capabilities for CIoT UEs that only support CP optimization. This may cause unexpected damage to those CIoT UEs, including but not limited to, service downgrade, denial of service, battery exhaustion.  
5.15.23	Potential security requirements
Editor’s note: Potential security requirements are FFS.
The system shall support mitigating the effects of the network using unverified UE capabilities.

***** END OF CHANGES *****
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