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1
Decision/action requested

This contribution proposes a solution for AMF re-allocation
2
References

None
3
Rationale

When AMF re-allocation happens via the RAN, there are two possible problems that occur as follows:
(1) Target AMF can not send unprotected messages to the UE and does not necessarily share a security context with the UE  

(2) Target AMF unaware of the security context in use by the UE.

This contribution proposes to solve these problems with the following changes to the current AMF and UE behaviour, namely 

(A) The (initial) AMF can explicitly signal in a protected message to the UE that the UE shall (continue to) accept the list of NAS message given in clause 4.4.4.3 of TS 24.501 without protection 

(B) If the initial AMF has changed the security context that the UE used to protect the initial Registration Request message, then the initial AMF shall indicate the changed ngKSI to the Target AMF, e.g. by changing the ngKSI in the forwarded Registration Request message to match the new ngKSI or via the RAN signalling. 
Note: In effect this causes the integrity protection of the Registration Request message to fail and results in the target AMF running a fresh primary authentication with the UE.   
(C) The source AMF provides the initial AMF with the decrypted Registration Request message during the context fetch procedure.

Change (A) solves issue (1) while change (B) solves issue (2). 
Change(C) reduces the number of potential error cases, i.e. to when UE and source AMF share a security context and both source to initial AMF and initial AMF to target AMF are not connected directly. 
It would take a poorly configured AMF re-allocation strategy if target and source AMF are connected but the re-allocation went via the initial AMF which is not connected to ether source or target AMF. This is the only case when an authentication at the target AMF would be forced by this solution.
It has been commented that this solution opens a security hole. This is not true as an attacker can always force the UE to accept a small list of unprotected NAS message by for example causing the NAS connection to drop. Also if there is a concern about the UE accepting this message unprotected, then this a general concern for 5G security and not specific to this solution. 
4
Detailed proposal

It is proposed that SA3 endorses the above as a solution for AMF re-allocation.  
