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1
Decision/action requested

Approve the pCR to TR 33.855 [1] below.
2
References

[1]
3GPP TR 33.855 "Study on security aspects of the 5G Service Based Architecture (SBA)"

3
Rationale

The existing solution #32 (OAuth 2.0 based resource level authorization of NF service consumers) does not only address resource level authorization, but also NF subtypes for authorization granularity of the NF service consumer. It is proposed to clarify this by adding a new key issue on NF subtypes for authorization granularity.
4
Detailed proposal: pCR to TR 33.855
*** BEGIN CHANGES ***
4.1.X
Key Issue #X: NF subtypes for authorization granularity
4.1.X.1
Issue description
While most of the NF types are well known within the 5GC (e.g. UDM, UDR, AMF, AUSF, …), these NF types may enable different functionality. For example, the ARPF and SIDF functionalities are defined as integral function of the UDM. However, it could be possible to deploy UDM instances not supporting corresponding Nudm_UEAuthenticate service. These UDM instances should not be authorized to access the authentication profile stored in UDR. In other words, only UDM instances with NF sub-type set to UDM-ARPF shall be authorized.  

Another example is the IMS-AS. 3GPP WID on eIMS has defined SBI interfaces between IMS Application Servers and the HSS. There are however quite a lot of IMS-AS types, e.g. Telefony Application Server (TAS), Service Centralization and Continuity Application Server (SCC-AS), etc. Different types of IMS-ASs will require authorization for different resources managed via HSS.
Architectural requirement: Solutions to this key issue should clarify how NF subtypes can be used for finer authorization granularity.
4.1.X.2
Threat description
If it is not possible to authorize service access based on NF subtypes, an NF of the correct type but incorrect subtype may access services and resources that it should not be allowed to access.
4.1.X.3
Potential security requirements
Token-based authorization should allow granularity on the level of NF subtypes for the NF service consumer requesting the token.
*** END CHANGES ***

