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********** START OF 1st CHANGE **********
6.x.1.2
Security procedure for RRCConnectionRe-establishment Procedure for Control Plane Optimization for 5GS CIoT


If the UE experience a RLF when using Control Plane optimisation for 5GS CIoT, the AS layer of the UE may trigger an RRC Connection Reestablishment procedure. As there is no AS security available, this procedure can not be protected as described in subclause 6.11.

In order to protect the the re-establishment procedure, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC and XDL_NAS_MAC. These parameter are used to show that the UE is requesting the re-establishment and that the UE is talking to a genuine network respectively. 

The UE calculates a UL_NAS_MAC and XDL_NAS_MAC by using the curently used NAS integrity algorithm with the following inputs, KNASint as the key, the uplink NAS COUNT that would be used for the next uplink NAS message  and is associated with NAS connection identifier "0x01", the DIRECTION bit set to 0, and the target Cell-ID and the IEs in the whole <RRCReestablishmentRequest> message excluding LSB of NAS COUNT and UL_NAS_MAC as the MESSAGE to be protected to calculate NAS-MAC (see Annex D.3.1).

The uplink NAS COUNT associated with NAS connection identifier "0x01" is increased by the UE in exactly the same way as if it had sent a NAS message. The first 16 bits of NAS-MAC form UL_NAS_MAC and the last 16 bits form XDL_NAS_MAC, which is stored by the UE.

The UE shall send the <RRCRestablishmentRequest> message to the target RAN and shall include truncated 5G-S-TMSI, the 5 least significant bits (LSB) of the NAS COUNT that was used to calculate NAS-MAC and UL_NAS_MAC in the message. The UE shall truncate 5G-S-TMSI according to n and m as depicted in 23.003 [19]. The n and m are sent to the UE in the protected Registration Accept message in initial registration procedure as depicted in 23.501 [2].

The target RAN recognises the <RRCRestablishmentRequest> message sent by a UE relates to the Control Plane Optimization for 5GS CIoT based on the presence of the truncated 5G-S-TMSI in the message. The target RAN shall recreate the full 5G-S-TMSI according to locally configured n and m as depicted in 23.003 [19]. The target RAN shall send the 5G-S-TMSI, the whole <RRCReestablishmentRequest> message excluding the truncated 5G-S-TMSI, and target Cell-ID in the <eNB CP Relocation Indication> message to the AMF that is serving the UE (this can be deteremined by the 5G-S-TMSI). 

The AMF uses LSB of NAS COUNT associated with NAS connection identifier "0x01" to estimate the full uplink NAS COUNT and calculates XNAS-MAC (see Annex D.3.1) using the same inputs as the UE used for calculating NAS-MAC (i.e. estimated uplink NAS COUNT, DIRECTION bit set to 0 and the target Cell-ID and the whole <RRCReestablishmentRequest> message excluding for LSB of NAS COUNT and UL_NAS_MAC as the message). The AMF then compares the received UL_NAS_MAC with the first 16 bits of XNAS-MAC and if these are equal the network is sure that the genuine UE sent the <RRCRestablishmentRequest> message. The stored uplink NAS COUNT associated with NAS connection identifier "0x01" in the AMF is set as though the AMF received a sucessfully protected NAS message using that NAS COUNT. 

The AMF shall set DL_NAS_MAC to the last 16 bits of already calculated XNAS-MAC and send DL_NAS_MAC to the target RAN in the <Connection Establishment Indication> message. The target RAN shall send the DL_NAS_MAC to the UE in the <RRCReestablisment> message. The UE shall check that the received DL_NAS_MAC equal to the stored XDL_NAS_MAC. If so, the UE shall complete the re-establishment procedure.
********** END OF 1st CHANGE **********
