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1
Decision/action requested

This contribution proposes to add a reference in key issue 4.1.
2
References

 N/A
3
Rationale





The reference paper related to key issue 4.1 was already published. This contribution is to add the reference and remove the editor’s note.
4
Detailed proposal

*************** Start of First Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 33.102: "Security architecture".

[x]
https://content.sciendo.com/view/journals/popets/2019/3/article-p108.xml
*************** End of First Change ****************
*************** Start of Second Change ****************
5.4.1
Key Issue #4.1: Protection of SQN during AKA re-synchronisations
5.4.1.1
Key issue details
The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs. It is preferable to avoid such keystream re-use. 
5.4.1.2
Security threats
The re-use of key stream allows an attacker to obtain the XORes value between two different SQNs. It has been shown how this property in conjunction with issuing fresh challenges can enable an attacker to estimate the least significant bits of SQN[x]. Hence some information about SQN can leak despite the encryption of SQN.


5.4.1.3
Potential security requirements

The protection of SQN during AKA re-synchronisations should prevent the leakage of SQN values.
*************** End of Second Change ****************
