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**** START OF CHANGES ****
 x
Security procedures for network slices

x.x.1 General

This clause specifies the security procedures for network slices.

x.x.2 Authorization for network slice access




 
Authroization from a serving PLMN is required for a UE to gain access to a network slice, identified by an S-NSSAI. An authorized S-NSSAI (i.e. allowed S-NSSAI) shall be granted to a UE only after the UE has completed successfully Primary Authentication. For certain S-NSSAIs, additional slice-specific authentication and authorization is required. Whether an S-NSSAI is subjected to slice-specific authentication and authroization is stored in UDM and the AMF serving the UE can download the information in order to decide whether slice-specific authentication and authorization is required. 
The high-level overview of the registration procedure, together with the relationship between Primay authentication and slice-specific authentication and authorization, are illustrated in the figure x.x.2-1. 

[image: image1.emf]AAA-S

AAA-P

ARPF/UDM AMF/SEAF UE

3. Determine whether slice-specific Authentication 

required per NSSAI

6. UE configuration update

1. Registration Request (NSSAI)

                  2. Primary Authentication

4a. Registration Accept

4b. Registration Complete

5. Initiate EAP based slice-specific authentication and authorization procedure


Figure x.x2-1: Relationship between primary authentication and slice-specific authentication and authorization
1. UE sends a Registration Request with one or more S-NSSAI as described in TS23.502 [8],  
2. The AMF/SEAF invokes Primary authentication as described in clause 6.1.2 of the present document. It may be skipped in case the AMF has already had valid security context. 

3. AMF shall determine whether slice-specific authentication and authorization is required for each of S-NSSAI, based on information stored locally or from UDM. 
4. AMF sends UE the Registration Accept message and UE optionally responses with Registration Complete as described in TS23.502 [8] (c.f. step 22 in clause 4.2.2.2.2).

5. AMF initiates EAP based slice-specific authentication and authorization procedure for each S-NSSAI if required, as determined in step 3. 
6. Based on the results of step 5, AMF sends UE Configuration Update to update the requested S-NSSAI status based on the slice-specific authentication results.  
The procedure for step 5, i.e., the slice-specific authentication and authorizaiton procedure is specified in clause x.x.3. 
**** END OF CHANGES ****
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