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1	Decision/action requested
This pCR proposes a solution to prevent the UE from reselecting to a false base station.
2	References
[1]	3GPP TR 33.809 V0.1.0, Study on 5G security enhancements against false base stations
[2]	3GPP TS 38.331 V15.4.0, Radio Resource Control (RRC)
3	Rationale
This proposal proposes that a gNB should notify UEs of the detected false base station information in a security mode to prevent the UE from reselecting to the false base station at a later time.
4	Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Preventing UE from reselecting FBS
6.Y.1	Introduction  
This solution addresses the second security requirement in the following key issue: 
-	Key issue #3: network detection of false base stations (5G system should be able to employ methods to prevent UEs from connecting to false base stations).
It is assumed that the system information (SI) is broadcasted without integrity protection and the network has detected the false base station based on the enriched MR/logged MR. While the network detects an FBS, and the system information of that FBS are different from the network, it will inform all surrounding gNBs. The gNBs should notify all RRC-connected UEs of the FBS information to prevent UEs from selecting to FBS.
6.Y.2	Solution details  
After the network detects a FBS and decides to inform the gNB, which has received MR/logged MR including the MIB/SIBs hashes of this FBS, to notify all UEs of the FBS information after the AS SMC completed. The UEs store the received FBS information. 
Note 1: The FBS Info notification can be triggered on demand by the network, which is implementation specific.
During the cell reselection procedure, the UE compares the target gNB information with the stored FBS information, and skip the gNB if finding the gNB is false. The details of this procedure is shown as follows.


Figure 6.Y.2-1 preventing UE from reselecting to the false base station
Step 1：After the network detects a FBS, the relevant gNBs, which have received MR/logged MR including the MIB/SIBs hashes of that detected FBS, should notify all the UEs that have established RRC security RRC with the gNB.
Step 2:  The gNB sends a security protected RRC message carrying FBS info list to the UEs. 
The FBS info list includes the adding list and deleting list. The FBS info should include the PCI (Physical Cell Identifier), ARFCN-DL (target physical cell downlink frequency) , wrong hashes of MIB/SIBs, and aging time.
Step 3：The UEs store the received FBS Info, for subsequent cell reselection.
Step 4:  During the cell reselection procedure, the UE monitor the neighbour cell SI to choose a suitable cell to reselect:
a. Before the cell reselection decision, the UE should first compare the target gNB with the locally stored FBS info list. If the PCI, ARFCN, hash of MIB and hash of SIB1 match a recorded FBS info, then the UE skips that cell; otherwise, the UE continues with the normal cell reselection decision.
b. After a UE reselects a cell to camp, the UE continues to monitor other SIBs of the cell. If the UE finds any other      SIB is false, the UE should leave the cell, and restart cell reselection procedure.

6.Y.3	Evaluation 
This solution can prevent UE from connecting to a false base station during the cell re-selection procedure. This solution does not address the so-called "overshadow" attack, which is an active attack and requires accurate locations of victim and gNB and precise timing and frequency synchronization. 
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