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1
Decision/action requested

Specify a "firewall function" which is transparent from N9 perspective as well as independent of the actual UPF.
2
References

[1]
LS on UP gateway function on the N9 interface (S3-193096 / S2-1908713)
[2]
Reply LS on UP gateway function on the N9 interface (S2-1910808)
[3]
S2-1910799, 23.501 CR1848 rev. 4, Introduction of the Inter PLMN UP functionality in the architecture
3
Rationale

The SA2 “Reply LS on UP gateway function on the N9 interface” [2,3] does not fully satisfy the SA3 goal to have the "firewall function" transparent from N9 perspective.
4
Detailed proposal

Developers/vendors of services and network functions are first of all focused on implementing functional solutions, without having same priority for securing them. Specific security developers/vendors are good at securing protocol stacks but don't implement complex services and network functions as these dedicated security functions must be as simple, as hardened (stripped-down), and with as little interfaces (say: GTP endpoint) as possible.
There is a need for a UPF plus the option to get a separate dedicated "firewall function" from a different vendor. This is also imperative in the light of upcoming 5G security regulation, where operators must not rely on one vendor to provide a complete e2e chain (defense in depth).

With this background, we must assume there's always at least one UPF from a "classical" NE vendor and an additional separate "firewall function" from a different vendor in the traffic path. 
Requiring that this "firewall function" gets a full UPF logic and interfaces to all other 5GC elements in order to participate in 5GC functions (terminating and re-opening GTP-U tunnels) would multiply its complexity and thus attack surface. In addition, all extended functions like LI, rate limits, traffic detection, charging policies would need to be duplicated in such an UPF.

All this does not rule out the option that the "firewall function" could be integrated with a UPF, since the whole FW function is optional to deploy. But the architecture must not make it mandatory that the FW participates in GTP tunnel switching.
SA3 goal was to have the "firewall function" transparent from N9 perspective.
