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1. Introduction
In RAN2#106 the following agreements have been made:
Agreements

2
The source cell decides on the condition for the execution of CHO. 

3
The source cell adds the condition for the execution of CHO to the RRC message sent to UE.

4
Multiple CHO candidate cells can be sent in either one or multiple RRC messages. FFS on signalling details. FFS how CHO execution is handled.

5
CHO execution does not trigger measurement report.

6
On cell level A3/A5-like CHO execution condition shall be specified (other events will not be specified without clear justifications)

This paper is aimed to discuss security configurations, specifically AS key derivations, for the CHO configuration.

2. Discussion
2.1. Assumption

The work item description (RP-190489) states that the following cases are considered:

· Inter and intra frequency handover/SCG change
· Inter-CU, intra-CU/inter-DU and intra-DU handover/SCG change
The above statement does not seem to clearly state if N2-based CHO will be supported as a part of inter-CU handover. However, in the following discussion, we assume that N2-based CHO is out of scope for at least Release 16. The assumption is based on our observation that there seem to be no discussions/contributions in RAN2/RAN3 with regard to N2-based solutions. Thus, we recommend that RAN2 confirm that we preclude N2-based CHO.

Proposal 1: RAN2 confirms that N2-based CHO is not supported for Release 16.
2.2. Security configuration in CHO command
In NR, the handover command (RRCReconfiguration) contains a security configuration (MasterKeyUpdate) for a target cell. The security configuration includes Next Hop Chaining Count (NCC) and other related parameters, such as keySetChangeIndicator and nas-Container. We believe it is reasonable to assume that the CHO configuration will contain the same security configuration for a candidate target cell. Fig. 1 shows an example diagram for a CHO preparation. The source gNB computes KNG-RAN* and NCC and sends them to the candidate target gNB via HO REQUEST message, where KNG-RAN* and NCC will be used by the candidate target gNB after the CHO is executed. The CHO configuration command/message transmitted from the source gNB to the UE contains the security configuration (NCC and other parameters).
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Fig. 1
Proposal 2: The UE a CHO configuration command/message sent to the UE contains a security configuration for a candidate target cell. The security configuration includes NCC and other parameters (such as keySetChangeIndicator and nas-Container). 
2.3. Case of Intra-gNB-CU CHO
Unlike LTE, an NR legacy (non-conditional) handover allows to retain KgNB at an intra-gNB-CU handover. Similar to the previous section, it is reasonable to assume that this principle also applies to a conditional handover. Accordingly, if the CHO configuration includes a candidate target cell served by the currently serving gNB/CU, the security configuration associated with the candidate target cell should be optional. 
Proposal 3: The security configuration is optional for an intra-gNB-CU candidate target cell. If the security configuration is not associated with a target candidate cell, the currently active KgNB will be used for the cell after executing CHO. 
2.4. AS key derivation for multiple candidate target cells

RAN2 has agreed on supporting multiple candidate target cells in the CHO configuration. Regardless of how CHOs for the multiple candidate target cells are configured (either via one message or multiple messages), each candidate target cell in the CHO configuration should be associated with a security configuration (NCC, etc.), except for intra-gNB-CU candidate cells whose AS keys are to be retained.

According to TS 33.501, the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair, otherwise, it shall perform a horizontal derivation from the currently active KgNB. The derived {KNG-RAN*, NCC} will be sent to the target gNB. If we apply this principle to each of the multiple candidate target cells, the AS key derivation for the multiple candidate target cells should look like the scheme shown in Fig. 2. That is, if the source gNB performs a horizontal key derivation, all the AS keys (KNG-RAN*) to be forwarded to the candidate target cells should be derived from the same currently active KgNB. Likewise, in case the source gNB performs a vertical key derivation, all the AS keys (KNG-RAN*) to be forwarded to the candidate target cells should be derived from the same NH parameter.

On the other hand, the UE may derive the AS key(s) for candidate target cell(s) each time it receives the CHO configuration. Based on the principal described above, if the UE receives NCC equal to the NCC value associated with the currently active KgNB, the UE will derive KNG-RAN* for each of the candidate target cell(s) from the same currently active KgNB. Whereas, if the UE receives NCC different from the NCC value associated with the currently active KgNB, the UE will derive KNG-RAN* for each of the multiple candidate target cells from the same NH parameter matching the received NCC.
[image: image2.emf]


NH KgNB for target 
cell 1



KgNB for target 
cell 2



KgNB for target 
cell N



PCI, ARFCN-DL for target cell 1



KNG-RAN*



PCI, ARFCN-DL for target cell 2



KNG-RAN*



PCI, ARFCN-DL for target cell N



KNG-RAN*



.



.



.



Active KgNB
KgNB for target 



cell 1



KgNB for target 
cell 2



KgNB for target 
cell N



PCI, ARFCN-DL for target cell 1



KNG-RAN*



PCI, ARFCN-DL for target cell 2



KNG-RAN*



PCI, ARFCN-DL for target cell N



KNG-RAN*



.



.



.



Horizontal Vertical










NH

K

gNB

for target 

cell 1

K

gNB

for target 

cell 2

K

gNB

for target 

cell N

PCI, ARFCN-DL for target cell 1

K

NG-RAN

*

PCI, ARFCN-DL for target cell 2

K

NG-RAN

*

PCI, ARFCN-DL for target cell N

K

NG-RAN

*

.

.

.

Active K

gNB

K

gNB

for target 

cell 1

K

gNB

for target 

cell 2

K

gNB

for target 

cell N

PCI, ARFCN-DL for target cell 1

K

NG-RAN

*

PCI, ARFCN-DL for target cell 2

K

NG-RAN

*

PCI, ARFCN-DL for target cell N

K

NG-RAN

*

.

.

.

Horizontal Vertical


Fig. 2

As discussed in the previous subsection, the computation of a new AS key does not apply to an intra-gNB-CU target candidate cell, if the security configuration is not associated with the cell.

We believe that the scheme presented above is aligned with the current version of TS 33.501. However, generating multiple keys for multiple targets may not have been considered during the time of SA3 standardization process. Therefore, we would recommend that RAN2 consider sending an LS to SA3 to check if there are potential security issues.
Proposal 4: RAN2 assumes that the AS key (KgNB) for each of the candidate target cells, except intra-gNB-CU cells for which the currently AS key will be retained, is derived from the same currently active KeNB in case of horizontal derivation, or from the same NH parameter in case of vertical derivation.
Proposal 5: Consider sending an LS to SA3 to check if there are potential security issues. 

3. Conclusion
Proposal 1: RAN2 to confirm that N2-based CHO is not supported for Release 16.
Proposal 2: The UE a CHO configuration command/message sent to the UE contains a security configuration for a candidate target cell. The security configuration includes NCC and other parameters (such as keySetChangeIndicator and nas-Container). 
Proposal 3: The security configuration is optional for an intra-gNB-CU candidate target cell. If the security configuration is not associated with a target candidate cell, the currently active KgNB will be used for the cell after executing CHO. 
Proposal 4: RAN2 assumes that the AS key (KgNB) for each of the candidate target cells, except intra-gNB-CU cells for which the currently AS key will be retained, is derived from the same currently active KeNB in case of horizontal derivation, or from the same NH parameter in case of vertical derivation.
Proposal 5: Consider sending an LS to SA3 to check if there are potential security issues. 
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