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Decision/action requested

Introducing a key issue on time synchronization in TSC
2
References

3
Rationale

The outcome of the SA2 study with respect to TSC enhancements have been included in TS23.501, specifying TSC as 5GS service with corresponding architecture and time synchronisation aspects. 
The integration of the 5GS being time aware system as bridge in IEEE Time Sensitive Networking (TSN) is specified in Clause 5.27.2 of 23.501, which also provides details on time synchronisation, essential for TSN network deterministic behaviour.

The related figure from 23.501 is shown here for providing an overview.


[image: image1.emf]TE

Transp.t

5G GM

gNB

UE

PTP-

compatible5G 

transport

TSN 

Working 

Domain

TSN 

Bridge

End

Station

TSN GM

End

Station

Uu

DS-TT

5G  system can be considered as an 

802.1AS "time-aware system"

S

M M S S

M

5GS

5GS

5GS

TSe

5GS

TSi

TSN

M S S M

TSN

TSN

TSN

TSN

TSN

5G Time

Domain

: TSN timingdirection

5GS

TSN

: 5GS time synchronization

: TSN time synchronization

UPF

NW-TT


Figure 5.27.1-1: 5G system is modelled as IEEE 802.1AS [Y] compliant time aware system for supporting TSN time synchronization

It is proposed to introduce a key issue regarding time synchronisation, discuss the potential threats to the TSC service in 5GS and specify requirements accordingly.
4
Detailed proposal

A new key issue is proposed under clause 5.4 "Key Issues related to Security for TSN and 5GS interaction".
********* START OF CHANGE
5.4.X
Key Issue #4.X: TSC time synchronisation
5.4.X.1
Key issue details

Time synchronisation is essential for the 5GS providing the TSC service. The time synchronisation mechanisms for the 5GS as IEEE bridge in TSN are shown in the figure of clause 5.27 in 23.501 [7]. 
gPTP (Generalized Precision Time Protocol) messages [Y] are needed for the time synchronisation over the 5GS as IEEE bridge in the TSN. They are transmitted in the user plane between the ingress and egress boundaries involving then the DS-TT, the UE, the gNB, the UPF and the NW-TT. 
The transfer of gPTP messages need to be protected.
5.4.X.2
Security threats
The intrinsic timing aspects that a 5GS Bridge as a TSN Bridge need to support may provide ground for vulnerabilities like:  

· - Blocking the deterministic transmission with strict latencies boundaries 
· - Manipulation of the clock synchronization between NW elements (Master/Slave) and with global time reference (Grand Master) 

· - Manipulation of Time aware Scheduling and traffic shaping

· - Manipulation to the selection of communication paths and reservation of bandwidth and time slots
5.4.X.3
Potential security requirements
The transfer of gPTP messages should support integrity, confidentiality protection and anti-replay protection.
********* NEXT CHANGE
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [0] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [0].

Abbreviation format (EW)

gPTP 
Generalized Precision Time Protocol
NPN
Non-Public Network

SNPN
Standalone NPN

PNiNPN
Public Network integrated NPN 
********* NEXT CHANGE
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