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3
Rationale

In the existing 5G SBA OAuth 2.0 based service access authorization framework, the lowest granularity of access control is at service level. The "scope" claim in the access token conveys the authorized services for the requesting NF service consumer (client id).
Each service manages a set of resources, each with a defined set of operations (e.g. for the purpose to get/read and/or update/write a given resource), but access and update to a NF service is only regulated at the service level. 
S3-192412 [3] identified a new Key Issue in TR 33.855 [2] and S3-192249 [4] introduced a related solution to enhance OAuth 2.0 procedures to convey additional information in the JSON Web Token, that enables the NF producer or SeCoP (in Indirect communications) to verify whether the requesting NF is authorized to access resources/datasets managed by the NF producer.

The solution in S3-192249 [4] proposes to include the additional information in the JSON Web Token as a new claim "allowedResources" different from the existing "scope" claim.

3.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), expected service name(s) (scope), allowed resources (allowedResources) and expiration time (expiration).

NOTE: The claim “allowedResources” contains the resource URI(s) of the data set(s)/resource(s) the consumer is allowed to access. If this claim is absent, it means that the NF service consumer is free to access all the resources within the NF.

While the concept of including additional information in the JSON Web Token to enable resource level authorization might seem suitable, it is considered to be more appropriate and future proof to include the additional information within the existing "scope" claim (e.g. as "additional scope" information).
NOTE: 
The "scope" claim in the OAuth 2.0 IETF RFC 6749 [5], section 3.3 already allows the usage of multiple scopes using space-delimited strings.   
Additionally, the list of allowed resources to be included might be large (depending on the service) and it could potentially grow bigger. Moreover, the solution in S3-192249 [4] proposes a new claim "allowed resources" but not "expected operations" for each "expected resource". Therefore, a more optimal representation for the "allowed resources" and allowed operations per resource is required. 
The solution in S3-192249 [4] does not explain or solve what makes the NRF to generate the OAuth tokens following the new formats and how it is ensured that there will be NF service producers capable of accepting the corresponding new tokens. This is out of scope of IETF RFC 6749 [5], but it is required in 3GPP networks to ensure the validity and usage of the tokens generated by the NRF, given that the authorization server (NRF) and resource server (NF service producer) are separate entities. See from IETF:
The interaction between the authorization server and resource server is beyond the scope of this specification.  The authorization server may be the same server as the resource server or a separate entity. A single authorization server may issue access tokens accepted by multiple resource servers.
The current scope (service name) allows the client to "discover" the audience (target NF type, service producer) which understands the scope, and the service producer may allow this discovery based on the service consumer NF type, but there is no mechanism to achieve the same thing when it comes to scopes, i.e. the service producer cannot indicate which type of NFs are allowed to request a given scope associated to the service it produces. It must be noted that the consumer NF type might not be enough to authorize, e.g. a UDM-ARPF NF is of the same type than a UDM NF, and both should not have equal acces to authentication data. An IMS AS (ongoing eIMS work in Rel-16), is another example of a common NF type (e.g. "IMS AS" type) requiring different permissions/access based on the "sub-type" of the NF type, that is, different access depending on the type of IMS AS, the services it hosts, etc.
And last, the solution in S3-192249 [4] does not provide a solution when the resource path is not "fixed" or pre-defined; i.e. when the variable part in the path is also part of the security checks. This is the case of an IMS AS, where the security check should also be based on the value of the variable part (e.g. Service Indication value for the related transparent data). 
This pCR adds another solution to TR 33.855 to cover aspects described above. The solution proposed by this pCR is based on the following principles: 
- 
The NF service producer registers in NRF "additional scope" information it requires to be authorized. The "additional scope" information is a representation of the allowed operations for each of the allowed resources. 
- 
The NF service consumer may also register in NRF additional information related to the NF service consumer (i.e. "NF sub-type", e.g. UDM-ARPF NF, Multimedia Telephony IMS-AS NF). In this case, the "additional scope" information registered in the NRF by the NF service producer will be also related to the "NF sub-type" registered by the NF service consumer. 

- 
The NF service consumer requests an authorization token from the NRF. The NF service consumer shall include in the request the "scope" parameter which may include "additional scope" information to refer to the resources and operations it requires to be authorized. 
- 
The NRF generates the authorization token based on: 1) the information included in the authorization token request (i.e. "scope" parameter including service name and optionally "additional scope" information); 2) the information registered in the NRF by the NF service consumer (e.g. "NF sub-type", if any); and 3) the information registered in NRF by the NF service producer (e.g. "additional scope" information per NF type and optionally per NF sub-type). The authorization token includes "additional scope" information within the "scope" claim. 
-
The NF service consumer may discover (via NRF) and select suitable NF service producer instance(s) capable of authorizing the "additional scope" information included in the authorization token. 

4
Detailed proposal

*** BEGIN CHANGES ***
6.z
Solution #z: OAuth 2.0 based resource level authorization of NF service consumers
6.z.1
Introduction

This solution addresses KI #29: Resource level authorization of NF consumers.

6.z.2
Solution Description
The basic principle of this solution is to enhance OAuth 2.0 procedures to convey "additional scope" information (within the existing "scope" claim) in the JSON Web Token, that enables the NF producer to verify whether the requesting NF is authorized to perform the requested operation (read/write) over the resources/datasets managed by the NF producer.

The procedure requires the NF service producer to register in NRF the allowed "additional scope" information for each type/sub-type of NF consumer. 
NOTE: 
Alternatively, the "additional scope" information for each type/sub-type of NF consumer may be also locally configured in the NRF. In that case, the registration of the NF service producer in the NRF as OAuth 2.0 resource server can be omitted. 
If needed, it also requires the service consumer to register the NF sub-type so that authorization can be based on both NF type and NF sub-type (e.g. UDM vs UDM-ARPF NF sub-type, IMS-AS NF type with Multimedia-Telephony NF sub-type).

The following clauses define the phases and steps of the proposed procedure using the description and information flows in section 13.4 of TS 33.501 [11]. The additional steps proposed by this solution are highlighted. 

6.z.2.1
NF OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)
The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF. In addition to the NF type, the NF service consumer may include the NF sub-type (which is related to the scope to be later requested by the client and accepted by the NRF) as part of its NF profile.
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Figure 6.z.2.1-1 NF service consumer registers in NRF
1. The NF service consumer registers as OAuth 2.0 client in the NRF. "NF sub-type" parameter is included as part of NF profile configuration data by the NF service consumer. This parameter is associated to the "additional scope" information allowed to be requested and granted to the client.
2. After storing the NF Profile, NRF responds successfully.

NOTE: 
The "NF sub-type" can be associated with "additional scope" information in the NF service producer (resource server). 
Editor's Note: NF subtype during the registration procedure should be aligned with SA2 and CT4.

Editor's Note: Impact if the additional scope for the NF producer is sent to the NRF during registration needs to be considered.
6.z.2.2
NF OAuth 2.0 resource server (NF service producer) registration with the OAuth 2.0 authorization server (NRF)
The solution defined in this pCR also proposes that the NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be also used to register the OAuth 2.0 resource server (NF service producer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The NF service producer, as part of its NF profile, includes "additional scope" information related to the allowed service operations and resources per NF consumer type and optionally NF consumer sub-type.
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Figure 6.z.2.2-1 NF service producer registers in NRF
1. The NF service producer registers as OAuth 2.0 resource server in the NRF. The “additional scope” information is included as part of NF profile configuration data by the NF service producer. This information indicates the additional scope(s) allowed to be requested and granted per NF type and optionally per NF sub-type.
2. After storing the NF Profile, NRF responds successfully.

NOTE: 
The “additional scope” information can be associated to NF type only (e.g. UDM, IMS-AS) or to NF type and NF sub-type (e.g. UDM-ARPF, IMS-AS-MMtel-Service).

Alternatively, the “additional scope” information for some services and NF consumer type/sub-type may be locally configured at the NRF as a default extension of the NF profiles registered by some NF service producers. For example, NRF may be configured with an additional scope for Nudm_SDM_Get requests for am-data from AMFs. In this case, it is required that all NF service producer instances registering in the NRF which expose services for which “additional scope” info is locally configured at the NRF, are capable to authorize the corresponding service requests based on access tokens that include additional scope(s). 
6.z.2.3
NF Access token request before service access
The following procedure describes how the NF service consumer obtains an access token before service access to NF service producers of a specific NF type.  
Pre-requisite:

a. The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server) with its NF type and optionally NF sub-type (if configured in the NF profile)

b. The NF Service producer (OAuth2.0 resource server) is registered with the NRF (Authorization Server) with "additional scope" information per NF type and optionally NF sub-type (if configured in the NF profile)
NOTE: 
Alternatively, the "additional scope" information for each type/sub-type of NF consumer may be also locally configured in the NRF. In that case, the registration of the NF service producer in the NRF as OAuth 2.0 resource server can be omitted. 
c.
The NRF and NF service producer share the required credentials. 
d. The NRF and NF service consumer have mutually authenticated each other. 
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Figure 6.z.2.3-1 NF service consumer obtaining access token before NF service access

1. 
The NF service consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF service consumer, the requested “scope” including the expected NF service name(s), NF type of the expected NF producer instance and NF consumer. Additionally, the NF service consumer may also include in the authorization token request "additional scope" information requested to be authorized within the "scope" parameter.
2. 
The NRF may optionally authorize the NF service consumer. It shall then generate an access token with appropriate claims included. The NRF generates the access token based on the information included in the authorization token request (i.e. "scope" including expected service names and "additional scope" information to be authorized, if any), the information registered in the NRF by the NF service consumer (e.g. "NF sub-type", if any) and the "additional scope" information per NF type and NF sub-type registered by the NF service producer or locally configured in NRF, if any). 

The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), the expected service name(s) and optional "additional scope" information (scope) and expiration time (expiration).

NOTE: 
The "additional scope" information is part of the "scope" parameter using a space-delimited strings as described in IETF RFC 6749 [5], section 3.3. 

3. 
If the authorization is successful, the NRF shall send access token to the NF service consumer in the Nnrf_AccessToken_Get response operation, otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The other parameters (e.g., the expiration time) sent by NRF in addition to the access token are described in TS 29.510 [68].

The NF service consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from producer NF type listed in claims (scope, audience) during their validity time. 
6.z.2.4
NF Service access request based on token verification

The following figure and procedure describe how authorization is performed during Service request of the NF service consumer. Prior to the request, the NF service consumer may perform Nnrf_NFDiscovery_Request operation with the requested additional scopes to select a suitable NF service producer (authorization server) which is able to authorize the Service Access request.
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Figure 6.z.2.3-1: NF service consumer requesting service access with an access token

Pre-requisite: The NF service consumer is in possession of a valid access token before requesting service access from the NF Service producer.

1.
The NF Service consumer requests a service from the NF service producer. The NF Service Consumer shall include the access token. 

The NF Service consumer and NF service producer shall authenticate each other following clause 13.3.

2.
The NF Service producer shall verify the token as follows:

 -
The NF Service producer ensures the integrity of the token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer shall verify the claims in the token as follows:

-
It checks that the audience claim in the access token matches its own identity or the type of NF service producer.

-
If scope is present, it checks that the scope matches the requested service operation.
-
If scope contains "additional scope" information, it checks that the additional scope matches the requested service operation.
NOTE: 
The "additional scope" information can identify an operation over a resource or a set of operations over a set of resources. The set of operations over a set of resources associated to the "additional scope" information is according to a locally configured list on the service producer. The "additional scope" information can identify an authorization profile in the NF service producer which defines the set of allowed operations over different allowed resources and/or datasets. This enables to extend the list of operations and resources allowed without enlarging the "scope" parameter every time a new resource is added to the service.

The additional scope(s) included withing the access token add additional security checks at the NF service producer that authorizes the services operations, resources and NF consumer type/sub-types related to the additional scope(s).   
-
It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.
3.
If the verification is successful, the NF Service producer shall execute the requested service and responds back to the NF Service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The NF service consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from producer NF type listed in claims (scope, audience) during their validity time.

*** END CHANGES ***
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