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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 23. It is a resubmission of the same key issue submitted but not handled at SA3#95 & SA3#95BIS.
3
Proposed New Text
[START OF CHANGES]
5.24
Key Issue 23: Pan-network simultaneous attacks

5.24.1
Key issue detail

In legacy PNF networks it is possible to attack or monitor specific points around one or more PNFs. However, it is nearly impossible to monitor a very large number of points (or the whole network) in parallel, synchronise those points in time and potentially inject traffic into one PNF based on data being emitted for another in real-time. It would also be very difficult to take a snap shot of the memory state of a large number of PNFs. Where this is possible (fraud management or lawful interception being two examples), this is extremely expensive and fairly inflexible. For a physical attacker, being physically in, multiple places at once is tricky.

Virtualised environments allow flexible and low cost (both in money and resource terms) security monitoring agents (see ETSI TS NFVSEC 013 [B]) to be easily inserted around multiple VNFs across the network. Using the SDN it is possible to be in lots of places in real-time at once which is great news for an attacker. This allows an attacker to look at multiple states of the same data in parallel across the virtual networks and if they control the hypervisor as per key issue 7, they could implement much more powerful attacks.

5.24.2
Security threats

5.24.3
Potential security requirements

[END OF CHANGES]
