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1
Decision/action requested

The contribution proposes a solution that provides network authorisation for RLOS
2
References

[1]
TR 33.815 v0.6.0
3
Rationale

This contribution proposes a solution to protect against the fact that there is no authentication of the network when using an RLOS connection.
Firstly, only certain applications (e.g., phone application) on the ME need to trigger establishment of RLOS connection. This means that the ME can enforce access control on applications that can trigger establishment of RLOS connection. Other applications on the ME that are not explicitly authorized (e.g., messaging app) are not allowed to trigger establishment of RLOS connection. 
Secondly, a user confirmation can be requested before the ME triggers RLOS connection establishment procedures. As part of the user confirmation, the user can be warned of the security risk due to the lack of network authentication. 
Thirdly, an operator who is not required to provide RLOS service may want to protect their subscribers (i.e., ones with a valid USIM) against a man-in-the middle attack, where the attacker forces the UE into limited service state and tricks the user into making an RLOS call. This attack can be mitigated by configuring the USIM to disable RLOS service on the ME.

In addition to the above, an attacker may spoof the network name of an operator who is not required to provide RLOS service or advertise RLOS service. This attack can be mitigated by requiring the ME to maintain a white list of MCCs where RLOS is supported.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
7.2
Solution #X Network Authorization in RLOS
7.2.1
Introduction

This solution provides enhancements needed for Solution #2 (AS and NAS security based on the emergency call procedures) to address key issue # 3 (Authorization of use of PARLOS service) and key issue #4 (User awareness of use of PARLOS service). 
7.2.2
Solution details

In this solution, Solution #2 is enhanced with UE based mechanisms to protect against the fact that there is no authentication of the network for RLOS connection. A UE that supports RLOS shall implement the following mechanisms:

1. Only certain applications (e.g., phone application) on the ME need to trigger establishment of RLOS connection. The ME shall enforce access control on applications that are authorized to trigger establishment of RLOS connection. Applications on the ME that are not explicitly authorized (e.g., messaging app) shall not be allowed to trigger establishment of RLOS connection. 

2. A user confirmation shall be requested before the ME triggers RLOS connection establishment procedures. As part of the user confirmation, the user shall be warned of the security risk due to the lack of lack of network authentication in solution #2.

3. An operator who is not required to provide RLOS service may want to protect their subscribers (i.e., ones with a valid USIM) against a man-in-the middle attack, where the attacker forces the UE into limited service state and tricks the users into triggering an RLOS connection. This attack is mitigated by configuring the USIM to disable RLOS service on the ME. If an USIM selected by the UE is configured to disable RLOS, the ME shall not initiate RLOS connection.

4. An attacker may spoof the network name of an operator who is not required to provide RLOS service or advertise RLOS service. This attack is mitigated by requiring the ME to maintain a white list of MCCs where RLOS is supported. The ME shall check that the MCC of the network name that advertises RLOS service is present in the white list before initiating RLOS connection.

7.2.3
Evaluation

Requiring the UE to enforce access control on applications (Enhancement #1) protects against the threat of an attacker using application layer interactions to trick the user into making an RLOS connection.

Mandating user confirmation, along with the warning of security risk before establishment of each RLOS connection (Enhancement #2) ensures that the user is made aware of the security risks of using RLOS.

The ability to configure the USIM to disable RLOS service on the ME (Enhancement #3) protects an operator subscriber against a man-in-the middle attack where the attacker forces the UE into limited service state and tricks the user into triggering an RLOS connection.

Requiring the UE to maintain a white list of MCCs where RLOS is supported and verify that the MCC of the network that advertises RLOS is present in the white list (Enhancement #4) ensures that an attacker cannot use the network name of an operator from a country where RLOS is not used.
**** END OF CHANGES ****

