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1	Decision/action requested
This contribution discusses the security issues of resetting NAS Count values in 5GS to EPS mobility
2	References
[1]	TS 33.501 
[2]	TS 33.401
3	Rationale
In 5GS to EPS mobility, the UE and AMF create a mapped EPS security context as described in clause 8.6.1 Mapping of a 5G security context to an EPS security context of TS 33.501 [1]. In creating the mapped EPS security context, the UE and AMF set the uplink and downlink NAS COUNTs to zero. However, it is noticed that setting the uplink and downlink NAS COUNTs to zero has unexpected issues due to either legacy MME bahavior or signalling optimization introduced in 5GS to EPS mobility. 
The fundamental problem is that if UE sends a first uplink NAS message with uplink NAS COUNT = 0 using the mapped EPS security context, then the MME will not accept the uplink NAS message because the MME doesn’t expect the NAS COUNT = 0 for the uplink NAS message in UE mobility. This problem can happen both in handover from 5GS to EPS and in idle mode mobility from 5GS to EPS. For the former case, the first uplink NAS message from UE to MME protected with the mapped EPS security context is the TAU request; for the latter case, the first uplink NAS message from UE to MME protected with the mapped EPS security context is the TAU complete. 
Note: This problem doesn’t exist in EPS because the uplink and downlink NAS COUNTs are (re)set to zero only when a new security context is created based on a fresh authentication.
Concrete examples describing the above issue are as follows.
First, after the completion of 5GS to EPS handover, the UE sends a TAU request to update its location with uplink NAS COUNT = 0. This may result in TAU request failure at the MME as the MME does not expect a TAU request with uplink NAS COUNT = 0, i.e. the NAS COUNT in the TAU request is not bigger than the stored NAS COUNT.  Also, assuming the TAU request is handled correctly at the MME, the MME sends a TAU accept with downlink NAS COUNT = 0 to the UE. This may also cause the UE to drop the TAU accept as the UE does not expect the downlink NAS message with DL NAS COUNT = 0. 
Second, in idle mode mobility from 5GS to EPS, UE sends a TAU request protected using the current 5G NAS security context. For the integrity protection of the TAU request, the UE uses the UL NAS COUNT of the 5G NAS security context. This also introduces the similar issue as for the 5GS to EPS handover: the MME sends a TAU accept with DL NAS COUNT = 0; the UE sends a TAU complete with UL NAS COUNT = 0. 

Futhermore, setting the NAS COUNTs to zero in the mapped EPS security context introduces a more serious security issue in idle mode mobility from 5GS to EPS. In idle mode mobility from 5GS to EPS, there are scenarios that UE and network need to setup AS security as described in clause 7.2.7 of TS 33.401 [2].
“If the "active flag" is set in the TAU request message or the MME chooses to establish radio bearers when there is pending downlink UP data or pending downlink signalling, radio bearers will be established as part of the TAU procedure and a KeNB derivation is necessary. If there was no subsequent NAS SMC, the uplink NAS COUNTof the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation using the KDF as specified in clause A.3. The TAU request shall be integrity protected.”
If KeNB needs to be derived for the above scenarios, the uplink NAS COUNT of the 5G NAS security context is used in KeNB derivation according to TS 33.401. However, this may cause two issues. First, UE and MME to derive the same KeNB twice because the uplink NAS COUNT in the mapped EPS security context is set to zero and incremented for each uplink NAS message sent by the UE. 
Note: This problem does not happen in EPS because the UL NAS COUNT is never reset unless there’s a fresh authentication and is transferred between MMEs.
Note: Strictly an MME may use the uplink NAS COUNT presented to it by the AMF as the NAS COUNT to use in the KeNB derivation but this is not completely guaranteed by the standard, i.e. the highlighted text above. 
Second, if the uplink NAS overflow count (i.e., 16 MSB) of the current 5G security context is not zero (i.e., UL NAS COUNT > 255), MME would estimate a different uplink NAS count value than the UE because only 8 LSB of the uplink NAS COUNT is carried in the TAU Request message and the uplink NAS overflow count in the maped EPS security context is zero.
4	Detailed proposal
It is proposed that SA3 endorse the issues described in the paper and develop a solution to address the issues.
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