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1
Decision/action requested

This contribution proposes evaluation of the solution on Shared secret for F1 security context establishment, to be captured in TR 33.824
2
Rationale
This contribution proposes evaluation of the solution on Shared secret for F1 security context establishment (Solution #3.1). This solution addresses the security credentials establishment for the security requirements in key issue #4.1. Further this solution ensures only authorized IAB Node establish the F1 security context.   

Request SA3 to capture the proposed evaluation in the TR 33.824 for further consideration. 
3
Detailed pCR proposal
*********************Start of Changes***************************
6.3.1.3
Evaluation

This solution details the mechanism for establishment of secure F1* interface, performing an authentication mechanism over IKEv2 to establish IPsec tunnels, which is required for Solution #4.1 (concluded for normative work, c.f., clause 7.4.1). 

As the authentication and authorization of the MT functionality and the F1* interface Setup are independent procedure, this solution ensures that only authorized IAB Node establish the F1* interface. Ensuring the authorization of the IAB Node fulfils the potential security requirements of key issue #2.1(Authorization aspect of the IAB Node).
**********************End of Changes***************************
