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1
Decision/action requested

This document proposes the evaluation of solution #6. We kindly ask SA3 to approve this proposal.
2
References

 [1]
3GPP TR 33.835 Study on authentication and key management for application based on 3GPP credential in 5G, V0.5.0
3
Rationale
This contribution proposes the evaluation of solution #6.
4
Detailed proposal

*************** Start of Change ****************
6.6 Solution #6: Transport independent procedure using existing protocols by introducing a protocol transfer gateway
6.6.1 Introduction
To keep AKMA features applying for as many types of IoT devices as possible, a protocol transfer gateway/proxy can be introduced aiming at converting messages and communicating with terminals using different protocols. . In this solution, the AKMA architecture involving an AKMA transfer gateway (APTG) is introduced, corresponding procedures are proposed as well.
6.6.2 Solution details



6.6.2.1
Architecture reference model
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Figure 6.6.2.1-1: AKMA architecture reference model
6.6.2.1.1 Entities 
· AKMA Authentication Function (AAuF): the anchor function in AKMA is named as AAuF (AKMA Authentication Function). The AAuF interacts with the UE via the AKMA Protocol Transfer Gateway (APTG) over Service-Based interfaces. 
· AKMA Application Function (AApF): interact with AAuF for AKMA application specific keys.
· AKMA Protocol Transfer Gateway (APTG): APTG translates messages between UE and AAuF. Since the UEs can be any of the devices running different application layer protocols of IoT (like MQTT，CoAP，etc.). APTG converts UE originated application messages to HTTP messages for AAuF processing. Similarly, APTG translates the messages sending from AAuF to UEs according to the UE types. In case of adding more IoT terminals based on different protocols, only the APTG is required to be upgraded.
Editor’s Note: Whether APTG is part of AAuF is FFS.
6.6.2.1.2 Service based interfaces
Nausf: Service-based interface exhibited by AUSF.
Naauf: Service-based interface exhibited byAAuF.
Naapf: Service-based interface exhibited by AApF.
Naptg: Service-based interface exhibited by APTG.
6.6.2.2
Procedures
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Figure 6.6.2.2-1: Authentication procedure
Step 1-2: UE and AApF agree on the use of AKMA with UE sending a request message including its application layer user ID to AApF, AApF then indicates the use of AKMA services by sending a response message, asking the UE to initiate the authentication request.
Step 3-8: The authentication procedure is initiated by the UE sending a Request message to the AAuF via APTG. APTG performs a “syntax” translation between the UE originated protocol and HTTP/HTTPS. Upon receiving the request from UE, APTG simply translates the message to HTTP/HTTPS message and forward it to AAuF. AUSF executes the authentication by checking the stored authentication result of requesting UE, where the result is obtained from the primary authentication. If the UE is legitimate, AUSF derives the intermediate key from KAUSF for AKMA use, which is KAKMA, and sends it to AAuF. Using KAKMA, AAuF derives the application specific key KAApF and keeps it in storage for subsequent use. AAuF generates a temporary identity named TID for the user, sends it to the UE via APTG along with the key lifetime of KAApF.
Step 9-12: UE derives the KAApF and initiates the AKMA use request message carrying TID to AApF. AApF asks AAuF for KAApF and its lifetime, indicating the UE of the use of KAApF by sending a response message.
Editor’s Note: It’s FFS how the procedure is implemented with at least one of the binding protocols.
6.6.3 Evaluation
This solution addresses key issue #1, #2, #3, #4. 

It proposes to introduce a protocol transfer gateway into AKMA architecture based on solution #2, thus makes it possible for AKMA services being applied to every kind of IoT devices using different application protocols. 

One of the advantages of this solution is it applies to all the IoT devices no matter what application protocols they are using. 

However, this solution requires additional stage 3 protocol design on interfaces between APTG and AAuF if they are separate network functions. Besides, this solution brings complicated problems to operators while implementing APTG (for example, how many and which application protocol(s) should APTG consider to translate, how to design the mapping template between HTTP and application protocols, etc.).
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