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1 Decision/action requested 
This contribution provides analysis for conclusion of protection of RRC Reject message.
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3 Rational
3.1 Introduction
In TR 33.809 [1], there are multiple solutions (solution 2, 10, 16) to address potential security requirement “The 5G system should provide a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB, regardless of RRC states.” in key issue #1.
The contribution will have a comparison on the solutions above, and proposes to draw a conclusion for this security requirement.
3.2 Details of RRC Reject message
RRC Reject message is introduced to handle congestion case on the RAN. The message is used to response RRC Setup Request (UE is transiting from IDLE to CONNECTED) or RRC Resume Request (UE is transiting from INACTIVE to CONNECTED) message. When receiving the RRC Reject message, the UE shall stay in previous state (i.e. IDLE or INACTIVE) for a period as indicated in waitTime included in RRC Reject message.
Observation 1: RRC Reject message is introduced to handle congestion case on the RAN, and is used to response RRC Setup Request or RRC Resume Request message to reject the establishment or resumption of RRC connection. When receiving the RRC Reject message, the UE shall stay in previous state (i.e. IDLE or INACTIVE) for a period as indicated in waitTime included in RRC Reject message.
The RRC Reject message is sent on SRB0 which is not integrity protected, the attacker could easily forge this message. Even worse, the message is used to response initial RRC message, the attacker could actively initiate the attack, e.g. broadcast a different TAI in the cell to trigger the UE to initiate Registration Area Update procedure as depicted in clause 3.3 in [3], and then forge a reject message to response the initial RRC message. The attack can be available even the broadcast is protected as depicted in solution 7, because the attacker could forge a TAI that the UE has not received related public key yet.
Observation 2: Since RRC Reject message is not integrity protected, and is used to response initial RRC message, the attacker can actively initiate a DoS attack to the UE even the broadcast is protected as depicted in solution 7.
Fortunately, in R15, the max value of the waitTime is defined as 16s as defined in clause 6.3.2 in TS 38.331 [2]. Since the max value is small, it is not a big issue because the UE can only be in non-service for a short period. The attacker needs to trigger an active MitM attack to increase non-service time. The active MitM attack may be detected by the operator, and it is not economic for the attacker. 
Observation 3: If the max value of waitTime is small, it is not a big issue because the UE can only be in non-service for a short period if the attacker rejects the UE with max value of waitTime. The attacker needs to trigger an active MitM attack to increase non-service time, which may be detected by the operator, and is not economic. Because active MitM attack may be detected by the operator, it is not economic for the attacker.
But in later release, the max value of the waitTime may be extended much longer if different type of terminals are introduced, e.g. CIoT UEs. As defined in clause 6.7.2 in TS 36.331 [4], the max value of reject timer is defined as 30 minutes. Then, this will be a big security issue. A forged RRC Reject message which includes a 30 min of waitTime will be a DoS attack to the UE without initiating a MitM attack, because once the attacker sends the forged message to the UE, the UE will be in a non-service state for a long time, and the attacker does not need to stay alone with the UE.
Observation 4: If the max value of waitTime is big, it is a big security issue because the UE may be in non-service for a long period without triggering an active MitM attack. The attacker can initiate the attack once, and leave, and does not need to stay alone with the UE
3.3 Solution Evaluation
3.3.1 Solution 2
Solution 2 integrity protects RRC Reject message with symmetric key, but it is incomplete and insecure. 

· Scenario
a) UE sends RRC Setup Request, the solution does not cater.
b) UE sends RRC Resume Request to the new RAN, the solution does not cater.
c) UE sends RRC Resume Request to the old RAN, the solution proposes to include RejectMAC-I in the RRC Reject message.
· Integrity Protection
Since the solution does not cover scenario a) and b), the RejectMAC-I will be an optional IE in case a) and b). The attacker could forge the RRC Reject message in scenario a) or b), the RRC Reject message is not truly integrity protected.
· Replay Protection
The RejectMAC-I is calculated with source C-RNTI, source PCI, target Cell-ID, resume cause and waitTime. The RejectMAC-I can be replayed, e.g. the FBS captures recent RejectMAC-I sent by the genuine gNB, and pretends genuine RAN’s target cell-ID to re-send RejectMAC-I to the UE. Because, during the rejection period, those parameters are not changed.
Observation 5: Solution 2 cannot cater the scenarios that UE sends RRC Setup Request or RRC Resume Request to new RAN, so that the attacker could forge the RRC Reject message in those scenarios. Furthermore, RejectMAC-I with calculation of current parameters can be replayed. Thus, solution 2 is not pursued.
3.3.2 Solution 10
Solution 10 integrity protects RRC Reject message with asymmetric key, however, it cannot address the security issue of RRC Reject message.

· Provisioning
The solution assumes that UE shall be pre-configured with PKgNB of gNB. However, multiple problems are raised:
· In case that the PK is pre-configured: Since granularity of PKgNB is per-gNB, thousands of public key may be pre-configured. That is impossible.

· In case that the PK is received from CN after NAS security is activated: Before NAS security activation, the UE cannot get Public Key and cannot know whether the CN supports this mechanism. During this period, the attacker could also trigger the DoS attack as described above. For example, the attacker broadcasts a TAI with different PLMN of current cell to trigger the UE to initiate Registration Area Update procedure as depicted in [3], the UE sends RRC Setup Request or RRC Resume Request, the attacker forges a reject message to response the initial RRC message. At this time, the UE thinks he has entered a new PLMN, and does not know new Public Key or whether the new PLMN has implies the PK mechanism because he has not received Registration Accept message yet. So, the UE cannot verify integrity of RRC Reject message.
Observation 6: Solution 10 cannot integrity protect RRC Reject message if the attacker trigger an active MitM attack. Thus, solution 10 is not pursued.
3.3.3 Solution 16
Solution 16 is similar with solution 2, but solution 16 has addressed all of the security issues of solution 2. 
· Scenario
a) UE sends RRC Setup Request, since the RAN has no security context, the RAN shall not set the waitTime over a threshold.

b) UE sends RRC Resume Request to the new RAN, since the new RAN has no security context, the RAN shall not set the waitTime over a threshold.
c) UE sends RRC Resume Request to the old RAN, since the old RAN has security context, the solution proposes to include RejectMAC-I in the RRC Reject message if the old RAN wants to set the waitTime over a threshold.
· Integrity Protection
The UE has judgment that whether the RejectMAC-I shall be included or not according to the value of waitTime, the similar judgement is introduced in GPRS Timer 3 as depicted in 10.5.7.4a in TS 24.008 [5]. So, the attacker cannot forge an RRC Reject message with waitTime over a threshold.
However, the attacker may forge an RRC Reject message with waitTime less than the threshold. But as analysis in observation 3, it is not a serious security issue.
· How to determine and configure the threshold value
In R15, the max value of waitTime has been defined as 16 second. That means the R15 eMBB UE will not receive a waitTime that is larger than 16s. Part of the solution 16 has been supported. In order to support backward compatibility, we suggest to standardize the fixed threshold at both R16 eMBB UE and RAN as 16s. That means for R16 eMBB UE, the waitTime can be extended, if the UE receives waitTime over 16s, the UE shall check whether there is a RejectMAC-I, if not, the UE shall ignore the RRC Reject message.
For other kind of type of UEs, it is proposed to send the LS to RAN2 to specify the fixed threshold.

· Replay Protection
It is proposed to calculate RejectMAC-I as the same as the solution 2 in addition to a new input: target C-RNTI. The target C-RNTI is changed even UE access the same target cell. So, even the attacker forges the same target cell-ID in FBS, the RRC Reject message cannot be replayed.
Observation 7: Solution 16 addresses the remaining security issues of solution 2.

Proposal 1: solution 16 is proposed to be the conclusion to address security requirement of protection of RRC Reject message in Key Issue #1.
Proposal 2: Send LS to RAN2 to notify the proposed solution and ask for fixed threshold for different type of R16 UEs.
4 Detailed proposal
Observation 1: RRC Reject message is introduced to handle congestion case on the RAN, and is used to response RRC Setup Request or RRC Resume Request message to reject the establishment or resumption of RRC connection. When receiving the RRC Reject message, the UE shall stay in previous state (i.e. IDLE or INACTIVE) for a period as indicated in waitTime included in RRC Reject message.
Observation 2: Since RRC Reject message is not integrity protected, and is used to response initial RRC message, the attacker can actively initiate a DoS attack to the UE even the broadcast is protected as depicted in solution 7.
Observation 3: If the max value of waitTime is small, it is not a big issue because the UE can only be in non-service for a short period if the attacker rejects the UE with max value of waitTime. The attacker needs to trigger an active MitM attack to increase non-service time, which may be detected by the operator, and is not economic. Because active MitM attack may be detected by the operator, it is not economic for the attacker.
Observation 4: If the max value of waitTime is big, it is a big security issue because the UE may be in non-service for a long period without triggering an active MitM attack. The attacker can initiate the attack once, and leave, and does not need to stay alone with the UE
Observation 5: Solution 2 cannot cater the scenarios that UE sends RRC Setup Request or RRC Resume Request to new RAN, so that the attacker could forge the RRC Reject message in those scenarios. Furthermore, RejectMAC-I with calculation of current parameters can be replayed. Thus, solution 2 is not pursued.
Observation 6: Solution 10 cannot integrity protect RRC Reject message if the attacker trigger an active MitM attack. Thus, solution 10 is not pursued.

Observation 7: Solution 16 addresses the remaining security issues of solution 2.

Proposal 1: solution 16 is proposed to be the conclusion to address security requirement of protection of RRC Reject message in Key Issue #1.

Proposal 2: Send LS to RAN2 to notify the proposed solution and ask for fixed threshold for different type of R16 UEs.
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