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1. Overall Description:
SA3 thanks SA2 for the LS on Mobile-terminated Early Data Transmission (MT-EDT), and would like to provide feedback on potential security analysis and related security procedure for MT-EDT for both CP and UP CIoT EPS Optimization with message 2 solution.

1. Security Analysis of MT-EDT for CP CIoT EPS Optimization with message 2 solution
SA3 has analyzed potential security issues from the following aspects:
· Integrity and confidentiality: DL data can be ciphered and integrity protected with NAS security context. So, the DL data is secure.
· Availability: If the MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, availability of UE can be provided.
· Incorrect charging: If MME does not delete the DL NAS packet before successful integrity verification of UL NAS message from the UE, there is no incorrect charging issue. 
· Security context: Without prior NAS interaction, the security context on the UE and MME may be out of sync. How to activate the security on both UE and MME needs to be considered.

2. Security Procedure for MT-EDT for CP CIoT EPS Optimization with message 2 solution
In order to address security issues above, SA3 proposes the following security procedure:
· When MME receives MT-EDT indication from S-GW, the MME activates NAS security with current NAS security context.
· When UE receives paging for MT-EDT, the UE activates NAS security with current NAS security context.
· DL data is encapsulated in DL NAS message, and is ciphered and integrity protected with current NAS security context
· In case that the UE successfully verifies integrity protection of DL NAS message, which means UE and MME hold the same current security context, the UE shall reply a ciphered and integrity protected NAS ACK message. 
· In case that the UE failed to verify integrity protection of DL NAS message, which means UE and MME hold the different current security context, the UE shall initiate MT-EDT for CP CIoT EPS Optimization with MSG4 solution to sync security context on the UE and the MME.
· The MME shall not delete the DL data before successful integrity verification of NAS ACK message or CPSR message.

3. Security Analysis of MT-EDT for UP CIoT EPS Optimization with message 2 solution
SA3 has analyzed potential security issues from the following aspects:
· Integrity and confidentiality: DL data can be at least ciphered with AS security context, integrity protection can be applied if the DL data is included in RRC message. So, the DL data is secure.
· Availability: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, availability of UE can be provided.
· Incorrect charging: If eNB does not delete the DL data before successful integrity verification of UL RRC message from the UE, there is no incorrect charging issue.
· Security context: For UP optimization solution, the AS security context can be always synchronous on the UE and eNB.

4. Security Procedure for MT-EDT for UP CIoT EPS Optimization with message 2 solution
In order to address security issues above, SA3 proposes the following security procedure:
· When eNB receives MT-EDT indication from MME, the eNB derives AS keys, including KeNB*, Krrc-int, Krrc-enc, Kup-enc, and activates RRC and UP security.
· When UE receives paging for MT-EDT, the UE derives AS keys, including KeNB*, Krrc-int, Krrc-enc, Kup-enc, and activates RRC and UP security.
· DL data is encapsulated in DL PDCP SDU, which is ciphered with Kup-enc, NCC and new resumeID are encapsulated in RRC message which is ciphered and integrity protected with Krrc-enc and Krrc-int.
· In case that the UE successfully verifies integrity protection of DL RRC message and deciphers the DL PDCP SDU, the UE shall reply a ciphered and integrity protected RRC ACK message.
· The eNB shall not delete the DL data before successful integrity verification of RRC ACK message.

2. Actions:
To SA2, RAN2, RAN3, and CT1 group:
ACTION: SA3 kindly ask SA2, RAN2, RAN3, and CT1 to take the above information into account.

3. Date of Next TSG-SA WG3 Meetings:
SA3#96AdHoc			14-18 October 2019					China (TBD)
SA3#97	18-22 November 2019					Reno, US
