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1
Decision/action requested

Aprove pCR with ENs addressed to solution 6.
2
References

3
Rationale

The following EN is addressed in this contribution: “Editor Note: Whether User id used for the Slice specific authentication needs end to end protection between the UE and the AAA is FFS.”
“User ID” is used for the Slice-specific authentication between UE and AAA server. It may be exchanged between UE to AAA server, passing through RAN, AMF, PLMN Proxies, roaming partners’ networks. It shall be protected before leaving 3GPP network. 

It should be noted that protection of “User ID” may or may not incur additional/heavy normative work, depending on solutions. For example, the “existing” NAS security can provide protection between UE and gNB. EAP methods themselves may have privacy protection mechanisms protecting “User ID’ between UE and AAA server, in these cases, 5G system could simply require only those EAP methods are supported. 
4
Detailed proposal

pCR 
***
BEGINNING of CHANGES
***
7.6
Solution #6 Slice Authentication with user ID privacy but network aware

7.6.1
Introduction

This solution addresses the Key Issue #4: “Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization”. 

This solution is to provide privacy protection to the user identify used during slice authentication. In the meantime, the network should be aware of the user in order to support multiple users using one device to access DN services. The use cases have been described in 3GPP TR22.904, which motivates the current study. 

7.6.2
Solution details



The following figure shows the procedure for the UE to register to the network where slice authentication is required. The User ID concealment is provided by the EAP method itself. In order for the network to be aware of the user, AMF will store the user’s ID. The steps of the procedure are as follows: 
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Steps 1-3: AMF starts EAP based slice authentication procedure after Primary Authentication 

Step 4: AMF, as Authenticator, sends ID Request to UE. 

Step 5: UE responses with ID requested. The ID will be concealed depending on the EAP method used. 

Step 6: AMF stores the user ID.  

Step 7: AMF sends slice authentication request to AAA server and the message may be routed by AAA prox8. 

Step 8: EAP based Slice authentication continues with message exchange between AAA and UE via AMF. 

Step 9: AAA informs AMF Slice authentication successful.  

Step 10: AMF continues with other steps of slice authentication.  


7.6.3
Evaluation

 ***
End of CHANGES
***
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