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1
Decision/action requested

This document proposes a new key issue on UP security policy handling for PC5 and Uu interface.
2
References

[1]
3GPP TS 23.795: “Study on application layer support for V2X services”.
3
Rational
According to the TR 23.795 [1], V2V should be supported via PC5 mode for direct V2V communication and/or Uu mode for indirect V2V communication considering KPI improvement. Solution #27: Switching the mode of operation for V2V communications controlled by network and triggered by V2X Application Enabler (VAE) was proposed, i.e. 

-
The V2X Application Enabler (VAE) server triggers switching the user plane configuration from direct (PC5) to in-direct (Uu) V2V, when the side-link conditions/QoS are expected to downgrade for single or pre-defined group of V2X-UEs (e.g. based on information from V2X UEs or from V2X application specific server).
-
The VAE server triggers switching the user plane configuration from indirect (Uu) to direct (PC5) V2V, when the resource situation or network QoS are expected to downgrade for single or pre-defined group of V2X-UEs (based on the received monitoring events and/or network analytics).
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Switching from direct (PC5) to indirect (Uu) V2V communications 

For the Uu interface, 5G network already defined the on-demand user plane security mechanism to support the flexibility UP protection according to the DNN, or NSSAI. However, after switching from Uu to PC5, the Uu data will be transferred within the PC5 interface. The 5G network may enforce different activation on user data sent via PC5 and Uu. In this case, the attacker may perform some attacking methods (e.g. jamming) to trigger the communication mode switch for user data attack.

If the attacker knows that confidentiality protection is enabled on PC5 not on the Uu, the attacker could perform jamming on the PC5 interface, in order to trigger the communication mode switch from PC5 to Uu, and then intercept the data transferred over the Uu interface. For the integrity protection, the attacker can similarly trigger the switching to degrade the data protection, and modify the user data.

4
Detailed proposal

***
BEGIN CHANGES
***
5.X
Key Issue #X: UP security policy handling for PC5 and Uu interface
5.X.1
Key issue details

This key issue addresses the security aspects of key issue #22: Support for operation modes selection for V2V communications in SA5 TR 23.795 [xx].

According to the TR 23.795 [xx], V2V should be supported via PC5 mode for direct V2V communication and/or Uu mode for indirect V2V communication considering KPI improvement. Solution #27: Switching the mode of operation for V2V communications controlled by network and triggered by V2X Application Enabler (VAE) was proposed, i.e. 

-
The V2X Application Enabler (VAE) server triggers switching the user plane configuration from direct (PC5) to in-direct (Uu) V2V, when the side-link conditions/QoS are expected to downgrade for single or pre-defined group of V2X-UEs (e.g. based on information from V2X UEs or from V2X application specific server).
-
The VAE server triggers switching the user plane configuration from indirect (Uu) to direct (PC5) V2V, when the resource situation or network QoS are expected to downgrade for single or pre-defined group of V2X-UEs (based on the received monitoring events and/or network analytics).
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Figure 5.X.1-1: Switching from direct (PC5) to indirect (Uu) V2V communications 

For the Uu interface, 5G network already defined the on-demand user plane security mechanism to support the flexibility UP protection according to the DNN, or NSSAI. However, after switching from Uu to PC5, the Uu data will be transferred within the PC5 interface. The 5G network may enforce different activation on user data sent via PC5 and Uu. In this case, the attacker may perform some attacking methods (e.g. jamming) to trigger the communication mode switch for user data attack.

5.X.2
Security threats

If the attacker knows that confidentiality protection is enabled on PC5 not on the Uu, the attacker could perform jamming on the PC5 interface, in order to trigger the communication mode switch from PC5 to Uu, and then intercept the data transferred over the Uu interface. For the integrity protection, the attacker can similarly trigger the switching to degrade the data protection, and modify the user data.

5.X.3
Potential security requirements

If encryption of user plane data is enabled on the PC5, then encryption shall be enabled for Uu as well after switching from PC5 to Uu, and vice versa.

If integrity protection of user plane data is enabled on the PC5, then integrity protection shall be enabled for Uu as well after switching from PC5 to Uu, and vice versa.

***
Next CHANGE
***
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