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1	Decision/action requested
This paper proposes to add a new security solution to the TR 33.836 for PC5 eV2X unicast message over PC5.
2	References
[1]	3GPP TR 33.8361 "Study on Security Aspects of 3GPP support of Advanced V2X Services ".	
3	Rationale
pCR proposes to add new security solution for key issue 2 in [1] security for eV2X unicast messages over PC5 and  for key issue 1 Privacy protection for unicast messages over PC5. 

4	Detailed proposal
It is proposed to add the security solution for PC5 unicast communication of V2X to TR 33.8361[1]. 
**** START OF CHANGES ****
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.285: "Architecture enhancements for V2X services".
[3]	3GPP TS 22.186: "Enhancement of 3GPP support for V2X scenarios; Stage 1".
[4]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[5]	3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[6]	3GPP TR 33.303: "Proximity-based Services (ProSe); Security aspects".
[7]	3GPP TR 23.303: "Proximity-based services (ProSe); Stage 2".
[8]	3GPP TS 33.501: “Security architecture and procedures for 5G system”.
 [CC]	IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".
[DD]	IETF RFC 6508: "Sakai-Kasahara Key Encryption (SAKKE)."

**** NEXT CHANGES ****
6.Y	Solution #Y: Security for eV2X unicast messages over PC5 using ECCSI and SAKKE
[bookmark: _Toc513475453][bookmark: _Toc12606815]6.Y.1	Introduction
This solution addresses Key issues #1 Privacy Protection for unicast messages over PC5 and key issue #2: Security for eV2X unicast messages over PC5 Procedures in this solution are based on Security for one-to-one bearer level security mechanism which is similar to that of ProSe (specified in TS 33.303[6], subclause 6.5.7).
The solution uses the "Elliptic Curve-based Certificateless Signatures for Identity-based Encryption" (ECCSI) signature scheme, as defined in RFC 6507 [CC].  And, Sakai-Kasahara Key Encryption (SAKKE), as defined in RFC 6508 [DD] to generate a shared secret that is used as a KD session ID (root key) for establishing a secure connection between the two UEs.
The UEs are provisioned with the required credentials (as defined in RFC 6507 [CC] and RFC 6508[DD]) in advance, when the UEs have secure access to their Key Management Server (KMS).  The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as "signer" and "verifier."  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload. The receiving UE uses its identity, its Receiver Secret Key and the public key of the KMS to decrypt SAKKE payload. 

[bookmark: _Toc513475454][bookmark: _Toc12606816]6. Y.2	Solution details
6.Y.2.1	Initial Security Link Establishment
The solution shown in Figure 6.Y.2.1-1 and 6.Y.2.1-2 details a procedure for Security for eV2X unicast messages over PC5.


Figure 6.Y.2-1 Procedure for Security for eV2X unicast messages over PC5 (V2X Service Oriented)


Figure 6.Y.2-2 Procedure for Security for eV2X unicast messages over PC5 (UE Oriented)
1.	UE-1 wishing to engage in one-to-one V2X Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters in addition to parameters described in 23.787[4] Section 6.3.3:
-	UE-1 Info = upper-layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI). OR
-  V2X Service Info:  V2X Service requesting L2 link establishment, e.g., PSID or ITS-AIDs of the V2X application. (Application Layer ID)
-  SIGN – an ECCSI signature (as defined in RFC 6507 [CC]) of the Direct Communication Request message. The signature is computed over the of UE-1 Info parameters or the application based id and the Nonce 1.
2.	Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“UE-1 Info”) to the of UE-2. UE-2 sends a Direct Communication Accept message including the following parameters:
-	 UE-2 Info = upper-layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI). OR
- Announced V2X Service Info:  V2X Service requesting L2 link establishment, e.g. PSID or ITS-AIDs of the V2X application. (Application Layer ID of the UE)
-	SIGN – an ECCSI signature (as defined in RFC 6507 [CC]) of the Direct Communication Response message. The signature is computed over the User of UE-2 Info, Nonce 1 and the SAKKE parameters.
	SAKKE – UE-2 generates a 256-bit key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [DD], using the KMS Public Key and the public identity of the of UE-1 o application based id.  
Upon receipt of the Direct Communication Accept message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived. 
3.	Upon successful processing of the Direct Communication Accept message, UE-1 UE completes the unicast link establishment.
Both UEs shall store their own and the other UE’s User Info and V2X Service Information with the KD.
6.Y.2.2	Procedure for privacy protection of unicast communication


Figure 6.Y2-3 Protection of Link Update Procedure 
1. [bookmark: _Toc513475455][bookmark: _Toc12606817]Both UEs have secure PC5 link already established. UE-1 sends a Link Identifier Request to UE-2. This request includes old layer 2 information or UE-1 user information along with other information as described in 23.787[4] Section 6.3.3, i.e. new user information, new upper layer identifiers, new IP address/prefixes, and new L2 ids, etc.
2. UE-2 responds with a Link Identifier Response including the following parameters:
a. SIGN – an ECCSI signature (as defined in RFC 6507 [CC]) of the link update response message. The signature is computed over the User of UE-2 Info or Application ID, Nonce 1 and the SAKKE parameters. In case UE-2 also generates new Layer 2 ID, the signature is computed over the new UE2-layer 2 id. New UE-2 is also included as payload in the message. 
b. SAKKE – UE-2 generates a 256-bit key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [DD], using the KMS Public Key and the new identity (received in step 1 above) of the user of UE-1.  
3. Upon receipt of the Link Update response message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived.
Both UEs shall store their own and the other UE’s Info with the KD.
6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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