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1
Decision/action requested

Approval of new key issue related to secure device identity for constrained devices
2
References

[1]
33.819
[2]
https://trustedcomputinggroup.org/work-groups/dice-architectures/
3
Rationale

With the introduction of 5G, more devices such as Industrial IoT devices will connect to the network. These devices are constrained in many aspects and may not support the same level of tamper resistant HW as a regular mobile device (e.g., smartphone). Additionally, unlike in the classical 2G-4G networks, not all networks will be public. In such deployment scenarios industrial IoT devices may connect to manufacturer-owned private networks using non-3GPP credentials. This creates the need for an alternative way to authenticate constrained devices and this consideration is included as a requirement in 3GPP TS 22.261 specification. 

An aspect of IoT devices is that their security characteristics can vary widely, and it can be difficult for the authentication and authorization center of a network to distinguish between the various forms of security that may be incorporated into an IoT device. An IoT device with strong security, anchored by an immutable root of trust and secure boot capability, may pose less of a threat on the network than a device at the other extreme, with software-based security and lacking an immutable root of trust.

Usage of alternative authentication methods has been included as a requirement in 3GPP TS 22.261 specification for usage in NPNs, which is addressed in 33.819 [1]. One missing part in the study and now addressed by this key issue is on how to create a secure device identity for such constrained devices and enable its usage with allowed authentication methods in stand-alone NPNs of 5GS. 

4
Detailed proposal

*********START OF CHANGES
5.1.X
Key Issue #1.X: Secure device identity creation for constrained devices
5.1.X.1
Key issue details

NPNs intend to provide a suitable framework allowing alternative authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks. 
This key issue will look into threats and requirements, which then allows to explore mechanisms and solutions for discovery of device security features in order to enable a network operator to gain trust in a device connecting to the network with a secure device identity. 

5.1.X.2
Security threats

Insufficient level of authentication may lead to the inability of the network to prevent or throttle down (D)DOS and other attacks on availability.  

Device identities and credentials may be copied, manipulated, and misused leading to increased subscription and fraud, masquerade, spoofing, and other attacks that use fake identities.

5.1.X.3
Potential requirements
TBD

****** END OF CHANGES
