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1
Decision/action requested

This pCR proposes a solution for Study on security aspects of 3GPP support for advanced V2X services (TR 33.836).
2
References

[1]
3GPP TR 33.836 Study on security aspects of 3GPP support for advanced V2X services v0.2.0 Rel-16
[2]
S3-19xxxx, New key issue on increasing robustness and reliability in L2 ID update procedure
3
Rationale

This contribution proposes a solution to the key issue in [2].
4
Detailed proposal

*** START OF CHANGE ***
6.y
Solution #x: Increasing robustness and reliability in L2 ID update procedure

6.y.1
Introduction

This solution addresses the KI #X, "Robustness and reliability in L2 ID update procedure."

This solution introduces a mechanism to improve the L2 ID update procedure to increase the chance of successful completion of the L2 ID update procedure.

This is applicable to all modes of communication (unicast, groupcast, and broadcast).

6.y.2
Solution details 

This solution introduces multiple ways to add element of redundancy in the L2 ID update in order to maximize the chance of all receiving UE(s) to successfully receive the L2 ID update message. Therefore, this solution addresses the situation where one or more UE(s) misses the original L2 ID update message but still able to recover the message.
Multiple approaches may be possible to achieve redundancy in the L2 ID update message. 
· Repeat: the sending UE repeats the L2 ID update message multiple times with a defined time interval.

· Relay / flood: one or more of the receiving UEs that have successfully received the original L2 ID message repeats the same L2 ID update message. 

This way, the member UE that misses the L2 ID update message at the first transmission can still receive the updated L2 ID. 

To avoid the replay attack by a malicious UE and to provide a way to distinguish the original from a redundant message by the receiving UE(s), the repeated or relayed/flooded messages may include a sequence number or equivalent information so that the receiving UE(s) can detect unauthentic message or duplicate reception of the same L2 ID update message from the same source UE. In principle, each original L2 ID update message is assigned with a unique sequence number from other L2 ID update messages from the same source UE. The original message also contains information that identifies that the message is sent by an authentic UE. The receiving UE(s) that detects unauthentic message or duplicate reception of the same L2 ID update message can discard that duplicate received message. 

6.y.3
Solution Evaluation

The solution fulfils the requirement of KI #X "Robustness and reliability in L2 ID update procedure. The advantage of this solution is that by repeating or relaying/flooding the L2 ID update message, it is possible to maximize the chance of L2 ID update message to be received by all the receiving UEs. The disadvantage is that the repeating messages creates overhead in the receiver side, as it receives the update message multiple times. However, being able to achieve the overall privacy protection goal (guaranteed periodic update of L2 ID) may justify the overhead.
*** END OF CHANGE ***
