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1
Decision/action requested

This document proposes the conclusion on key issue #9 in AKMA TR 33.835. 
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Rationale

In TR 33.835 [1], key issue #9 (Key separation for AKMA AFs) is to solve the key separation for AKMA AFs so that no two AKMA AFs use the same key whether they are 3GPP services or 3rd party applications. 

Solution #18 is the only solution for this key issue in the TR [1].  This solution addresses the KI #9 by defining a key derivation mechanism to further derive application specific key based on the KAKMA as one of the input parameters to the KDF. The uniqueness of each derived key is guaranteed due to the use of unique values represented by AApF ID and AF counter as additional input parameters.
Based on above analysis, it’s proposed to conclude key issue #9 as described below.
4
Detailed proposal

*** START OF CHANGE ***
7. Evaluation and conclusion
7.1 Evaluation and conclusion on architecture and authentication procedures
7.2 Evaluation and conclusion on key management
For key issue #9, solution #18 (Key separation for AKMA AFs using counters) provides a solution to derive a unique key for different AKMA AFs and avoid collision of keys among different AF services with the use of unique key in the key derivation. This solution sufficiently addresses the identified issue and satisfies its requirement. Therefore, solution #18 is recommended as the basis for the normative work.
7.3 Evaluation and conclusion on interfaces and protocols
7.4 Evaluation and conclusion on privacy
7.5 Evaluation and conclusion on API of AKMA in the UE
*** END OF CHANGE ***
