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1
Decision/action requested

Approve the following changes to Section 5.7 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 6.  This document adds some.
4
Detailed proposal

5.7.1
Key issue detail

3GPP architectures (including 5G) are still based on a functional "boxes", with 3GPP security applied between the functions on a reference point basis. If 3GPP functions are implemented in a common software host environment (e.g. with a common hypervisor, compute and storage), TLS and similar protocols are reduced to protecting information travelling between memory locations in a single logical memory block. As such, if an attacker (or hypervisor administrator) is able to gain access to the memory in which a set of VNFs run, then relying on reference point-based security will offer little protection, except on physically exposed hardware links.
5.7.2

Security threats
If appropriate protection is not in place functions might be able to directly introspect the memory of other functions.
5.7.3
Potential security requirements

An NFV environment should use a virtualisation platform which prevents one function from inspecting the memory of other functions.

Delegated administrator roles shall be used, with roles which could give a user or administrator the ability to inspect the memory of functions only used in exceptional circumstances.

