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1
Decision/action requested

Approve the following as an Annex for TR 33.848
2
References

None
3
Rationale

Secure administration of the Network Function Virtualisation Infrastructure is critical for the security of a virtualised network. While security of management is typically outside the domain of 3GPP, any work in securing the NFVI may be undermined by the adoption of insecure management and administration practices.  This Annex proposes a collection of basic principles which should be adhered to if a secure NFVI is to be achieved.  They are not prescriptive and do not refer to a specific solution.
4
Detailed proposal

Annex Y (informative):
Principles for administration of virtualisation
Secure administration of the NFVI is critical for the security of a virtualised core network.  The following principles describe a selection of basic principles for such secure management.
· Best practice for administration of the management plane is applied to administration of the NFVI.
· Administration of the NFVI is only available over authenticated and encrypted channels.

· The number of privileged accounts for the NFVI is constrained to a minimal manageable number to meet the CSP’s needs.
· Virtualisation administrators do not have any privileged rights to other services within the CSP.

· Virtualisation administrators are only provided with the privileges and accesses required to carry out their role.

· Virtualisation administrators do not have access to workloads running within the virtualised environment.
· Virtualisation administration access is limited to modern configuration methods (e.g. authorised API calls).
· Virtualisation administration is automated wherever possible.

· Manual administration of the NFVI is by exception and raises a security alert.

· Functions that support the administration and security of the NFVI do not run on the NFVI.

· Functions that support the administration and security of the NFVI are treated as security critical functions.
