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1
Decision/action requested

Approve proposed corrections for TR 33.835
2
References

[1]

TR 33.835-0.5.0
Study on authentication and key management for applications based on 3GPP credential in 5G
[2]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

3
Rationale

This contribution proposes a new Key Issue for TR 33.835-0.5.0 focusing on authentication and key management for environments where a UICC, or a SIM card, is not available to subscribers. 
.
5
Background
3GPP has developed schemes (e.g., GBA and BEST) that enable the generation of application and 3GPP service keys based on 3GPP credential. Normative Annex M of TS 33.220 [2] specifies the UE and the network behaviour in environments where a UICC, or a SIM card, is not available to subscribers. The use of Normative Annex M of TS 33.220 is restricted to such environments.
5
Detailed proposal

*********************************************** Start of Changes 1 ************************

5.Y
Key Issue #Y: AKMA in an environment without USIM (e.g., wireline/cable connectivity)
5.Y.1
Issue details

The GBA specified in TS 33.220 [2] is a mechanism to bootstrap the security between a NAF and a UE.

Normative Annex M of TS 33.220 [2] specifies the UE and the network behaviour in environments where a UICC, or a SIM card, is not available to subscribers. The use of Normative Annex M of TS 33.220 is restricted to such environments.
Such environments where a UICC or a SIM card are not available to subscribers may exist in 5G Systems (e.g., wireline/cable connectivity).
Current AKMA Study does not explicitly study such environments. Studying of AKMA in environments where a UICC or a SIM card are not available to subscribers is important for AKMA adoption in the industry.

5.Y.2
Security Threats
If AKMA is not offered where a UICC or a SIM card are not available to subscribers, non-standard solutions will be implemented to cover such use cases leading to fragmentation of solutions.
In addition, bidding down attacks will become possible if the security level of AKMA for environments where a UICC or a SIM card are not available to subscribers is of lesser value than the security level of AKMA framework in environments where a UICC or a SIM card are available to subscribers.
5.Y.3
Potential security requirements

- 
The system shall support the secure AKMA framework in environments where a UICC or a SIM card are not available to subscribers
- 
The security level of AKMA framework in environments where a UICC or a SIM card are not available to subscribers should be comparable (i.e., no less) to the security level of AKMA framework in environments where a UICC or a SIM card are available to subscribers
************************************************** End of changes 1 **********************
