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Decision/action requested

Approve proposed corrections for TR 33.835
2
References

[1]

TR 33.835-0.5.0
Study on authentication and key management for applications based on 3GPP credential in 5G
[2]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale

This contribution proposes a new Key Issue for TR 33.835-0.5.0 focusing on authentication and key management for applications based on 3GPP credential in a roaming environment.
5
Background
3GPP has developed schemes (e.g., GBA and BEST) that enable the generation of application and 3GPP service keys based on 3GPP credential. GBA [2] specify the UE and the network behaviour in a non-roaming as well as in roaming environments.
Roaming environment presents us with different trust model compared to a non-roaming one. 
5
Detailed proposal

*********************************************** Start of Changes 1 ************************

5.X
Key Issue #X: AKMA in a roaming environment

5.X.1
Issue details

The GBA specified in TS 33.220 [2] is a mechanism to bootstrap the security between a NAF and a UE.

TS 33.220 [2] Clause 4.1 Figure 4.1 shows a simple network model of the entities involved in the bootstrapping approach when an HSS with Zh reference point is deployed, and the reference points used between them (non-roaming environment).
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Figure 4.1: Simple network model for bootstrapping involving HSS with Zh reference point

Figure 4.1a of TS 33.220 [2] Clause 4.1 shows a simple network model of the entities involved when the network application function is located in the visited network (i.e., roaming environment).
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NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure 4.1a: Simple network model for bootstrapping in visited network involving HSS with Zh reference point

Current AKMA Study does not explicitly list roaming scenario and only mentions roaming in some of the potential solutions. Studying of AKMA in roaming environments is important for AKMA adoption in the industry.

5.X.2
Security Threats
If AKMA is available in the serving network, the authentication is performed between the UE and the serving network without involving the home network, negating the home network control over the authentication and authorization and leading to charging and liability problems.
In addition, if AKMA is available only in non-roaming environments, AKMA services will be available only to non-roaming UEs creating an effective DOS for roaming UEs.
5.X.3
Potential security requirements

- 
The system shall support the secure AKMA framework in a roaming environment
-
A subscriber located outside the home network shall be able to utilize the bootstrapping function in the home network. 
-
A subscriber shall be able to utilize a network application function that is outside the home network.

-
The home network shall be able to control whether its subscriber is authorized to use the service outside the home network.

************************************************** End of changes 1 **********************
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