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Rationale

This contribution addresses the following Editor Note:

· Editor’s Note: It is FFS if the case with only one CAG ID has to be addressed.

4
Detailed proposal

*********************************************** Start of Changes ************************

6.9
Solution #9: (D)DoS attack mitigation in PNiNPNs

6.9.1
Introduction

This solution addresses key issue #6.3: DoS attack by unauthorized removal of entries from the UE’s Allowed CAG ID list.

This solution mitigates DoS attack on PNiNPNs by the UE rejecting a NAS Registration Reject message that is not integrity protected. The solution also addresses the case when the UE receives a protected Registration Reject with the appropriate cause for CAG ID rejection when the UE has only a single CAG ID left in its Allowed CAG list. 
6.9.2
Solution details

If the UE receives a CAG ID rejection cause in Registration Reject message that is not protected or that fails a security protection check then the UE ignores the message and does not update its Allowed CAG list (i.e., remove the rejected CAG ID from its Allowed CAG list).

If the UE receives a CAG access rejection cause in Registration Reject message that is protected then the UE removes the rejected CAG ID from its Allowed CAG list. 

In case the UE Allowed CAG list is exhausted following such a protected Registration Reject message the UE cannot access the network anymore (if the UE is limited to access via CAG cells). To prevent this situation, the UE indicates in the NAS Registration Request message that it has a single CAG ID in its Allowed CAG list and optionally that it is limited to CAG only access. Following authentication, if the AMF determines that the subscription data is out of sync with UE configuration, then AMF updates UE configuration with current Allowed CAG list from the subscription data. If the UE is not Registered while its subscription is updated with currently configured CAG ID being removed/replaced may lead to such an out of sync situation between the UE configuration and subscription data. The UE updates it Allowed CAG list accordingly and perform and new CAG cell selection and access using the updated CAG ID(s).
 The UE may initially have more than one CAG ID in its configuration before trying to connect to the network. The UE may end up removing all CAG IDs following multiple Registration reject if those CAG ID were removed from the subscription. 3GPP TS 23.501 [7], section 5.30.3.4 prescribes that when UE transitions from CM-IDLE to CM-CONNECTED the AMF rejects the NAS request if the provided CAG ID is not part of the Allowed CAG list without any consideration if this may lead to an exhaustion of the UE Allowed CAG list and cause the DoS situation described above. Therefore, the case where the UE has only one CAG ID is no different from a generic use case when the UE transitions from CM-IDLE to CM-CONNECTED and the AMF rejects the NAS request if the provided CAG ID is not part of the Allowed CAG list.
6.9.3
Evaluation

Key Issue #6.3 in TR 33.819 [1] describes a DoS attack in PNiNPNs, caused by exhaustion of the UE Allowed CAG list and therefore inability to perform any CAG based cell selection and access when the UE is only allowed to access the network via CAG cell.

This solution mitigates DoS attack in a PNiNPN by the UE ignoring Registration Reject messages with a CAG ID rejection cause that are not protected or that fail security checks. Furthermore, the solution also prevents the situation where the UE Allowed CAG list exhaustion is caused by a protected Registration Reject message with a CAG ID rejection cause.
Per TS 23.501 [7], the use case when the UE has only one CAG ID is no different from a generic use case when the UE transitions from CM-IDLE to CM-CONNECTED and the AMF rejects the NAS request if the provided CAG ID is not part of the Allowed CAG list. This solution is also addressing the use case with the UE having only one CAG ID as no different from the generic use case described in TS 23.501 [7].
This solution meets the potential requirement of Key Issue #6.3.
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