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Attachments:


1. Overall Description:
SA3 would like to thank CT1 for the LS received in S3-193660 (C1-195199).
CT1 kindly asks SA3 to provide the answers to the questions listed
Q1: Is it possible that the AMF can use the received 5G-GUTI to retrieve the ngKSI and KAMF if the UE sends the CPSR message without the ngKSI?

SA3 response to Q1: 

SA3 prefer to retain ngKSI as part of the CPSR messages, as there was concern that removal of the ngKSI may lead to additional error cases if the current security context in the UE and AMF become mis-aligned.

Q2: Would it be acceptable to apply a 2-bytes MAC to the CPSR message which carries user data?

SA3 response to Q2: 

Reducing the security level to 16 bits is not acceptable. Considering the discussion to strengthen the requirements on integrity protection for normal user plane traffic in 5G, a reduction to 16 bits is contradictory. SA3 strongly advise CT1 to maintain 32-bit MAC-I for NAS messages, including the CPSR message.

2. Actions:
ACTION: SA3 kindly asks CT1 to take the SA3 comments into consideration when deciding upon the shortMAC-I and the removal of ngKSI.
3. Date of Next TSG-SA WG3 Meetings:
SA3#97	                18 - 22 November 2019			Reno, USA

