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1
Decision/action requested

SA3 is kindly asked to approve the proposed clarifications to TR 33.818 clause 4.5 3GPP virtualized network product evaluation process.
2
References

[1]
3GPP TR 33.818 v0.4.0, Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS) for 3GPP virtualized network products
3
Rationale

This pCR proposes some clarifications to TR 33.818 clause 4.5 3GPP virtualized network product evaluation process.
4
Detailed proposal

*************** Start of the Change ****************

4.5
3GPP virtualized network products evaluation process
4.5.1
Gap analysis
The security assurance process defined in clause 4.5 of TR 33.916[1] includes evaluating network products, outputting the evaluation report, operator’s acceptance decision. A vendor may also perform certification activities for network products in addition to self-declaration after outputting evaluation report.  This process is a general process and can be applied to 3GPP virtualized network products. Certification of network products is out of scope of SECAM.
In the decoupling scenario, the decoupled components of the virtualized network product should be evaluated separately and the evaluation results should be included into the evaluation report. The self-declaration may be launched by a vendor who provides a decoupled component of the virtualized network product.
4.5.2
Virtualized network product evaluation process
3GPP virtualized network product evaluation process is generally the same as 3GPP physical network product evaluation process. The security assurance process of virtualized network products describes how the operator gets assurance regarding the security of the virtualized network product.
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Figure 4.5-1: SECAM defined Security assurance process
The figure 4.5-1 describes the security assurance process of the virtualized network products. The process is the same as 3GPP physical network product evaluation process. In the decoupling scenario, the decoupled components of the virtualized network product should be evaluated separately during the process execution. The Security Assurance Specifications (SAS(s)) could include 3GPP SCAS specifications for virtualized network products as well as the supporting specifications from other SDOs (e.g. ETSI NFV). Choice of which SASs to select may depend on operator and/or regulatory input.
*************** End of the Change ****************
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