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1
Decision/action requested

Approve the pCR to TR 33.855 [1] below
2
References

[1]
3GPP TR 33.855 "Study on security aspects of the 5G Service Based Architecture (SBA)"
3
Rationale

This pCR implements an agreed change from SA3#96 in Wroclaw.
4
Detailed proposal

*** BEGIN CHANGES ***
6.25.4
Evaluation

The above solution addresses the requirements of key issue #5 in the direct communication mode.

For this requirement, the root CA inside the PLMN may be used for the NF service consumer verification. For instance, after receiving the registration request message including the instance ID of NF service consumer, the NRF as a root CA generates a signature based on the instance ID of NF service consumer and NFc’s certificate, which is regarded as a proof for the instance ID and certificate combination. Then in the next service request procedure, the NF service producer can verify the instance ID of NF service consumer based on the signature. 

Technically, this option is overlap with access token mechanism, since the access token is also generated based on the private key of NRF. On the other hand, there is no need to introduce a new root CA for this signature basides the root CA for access token. Hence, introducing a new claim for the hashed NFc’s certificate in this solution would be better.


This solution allows the NF service producer to verify whether the NF service consumer requesting the service is the same one who is authorized by the NRF, by adding the NF service consumer certificate information into the access token during the access token generation procedure. Since the certificate of the NF service consumer is both authenticated by the NRF and NF service producer, the instance ID of NF service consumer can be validated based on the combination of certificate and instance ID in the access token. This solution assures that the access token can only be used by the NF service consumer who retrieved this access token using its certificate.

The solution has impact on the access token generation by adding the certificate information of NF service consumer, and token verification.
*** END CHANGES ***

